3GPP TSG-RAN WG2 Meeting #98
R2-1704884
Hangzhou, China, 15-19 May 2017
Agenda Item: 
10.4.1.6
Source: 
Huawei, HiSilicon
Title: 
State transition between RRC CONNECTED and INACTIVE

Document for:
Discussion and Decision
1 Introduction

In RAN2 NR AH meeting in Jan. 2017, RAN2 made the following agreements for state transitions:

Agreements

1: NR RRC state machine has a direct transition between RRC_IDLE and RRC_CONNECTED states.

2: NR RRC state machine has a direction transition between RRC_INACTIVE and RRC_CONNECTED states.

3: RRC state transition from IDLE to CONNECTED follows the three-step handshake procedure (e.g. request, setup, complete).

4: The RRC state transition from CONNECTED to IDLE uses (at least) a release procedure.

5: RRC state transition from CONNECTED to INACTIVE uses (at least) an 'inactivation' procedure.
6: The RRC state transition from INACTIVE to CONNECTED using an RRC procedure 

FFS Whether the RRC state transition from INACTIVE to CONNECTED can follow three step, two-step and one-step procedure.
7: The RRC state transition from INACTIVE to IDLE is supported 

FFS For what cases this transition is supported (e.g. reject from network, other failure cases, other cases, etc).

In this document, we discuss state transition procedures between INACTIVE and CONNECTED. 
2 Discussion 
2.1 RRC procedure from CONNECTED state to INACTIVE state
There are two kinds of RRC signalling which can be used to ask the UE enter the INACTIVE state, i.e., one step procedure (for example, the RRC connection release) or two steps procedure (for example, the RRC connection reconfiguration procedure). For the one step procedure, there is not the complete response message for the RRC connection release. It means that it is less robust in some cases, e.g. in bad coverage conditions. The problem of RRC state mismatch after RRC connection release due to absence of feedback has been disused in [1]. Two steps procedures will be more robust due to complete message. As it is critical to ensure the UE has been in INACTIVE state, it is preferred to use two steps procedure for the state transition from CONNECTED to INACTIVE state
Proposal 1: use two steps procedure (for example RRC Reconfiguration and RRC Reconfiguration complete) for the state transition from CONNECTED to INACTIVE state
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Figure 1 CONNECTED to INACTIVE state transition
The following parameters are identified to be provided to UE when configuring the UE to INACTIVE state:

· RAN Notification Area configuration 
· UE Context ID (to facilitate the addressing of the UE context in the connection re-activation procedure)
· DRX parameter (RAN configured DRX for INACTIVE state UE)
Proposal 2: The RAN Notification Area, the UE context identifier, and DRX parameter shall be provided to the UE when configuring the UE to enter INACTIVE state.
Usually, the network will configure the UE to INACTIVE state after the UE has no data transmission for a period of time. Instead of controlling the UE enter to INACTIE state by RRC Reconfiguration message directly, there is another possibility that the network could pre-configure the parameters used in INACTIVE to UE, and based on some implicit approaches (for example inactive timer), the UE could enter INACTVE state and apply the pre-configured parameters. This could avoid that the UE which has been in power saving operation is invoked just for the purpose of being configured to INACTIVE state.

Proposal 3: implicit state transition from CONNECTED to INACTIVE state with pre-configured INACTIVE state parameters could be supported.
2.2 RRC procedure from INACTIVE state to CONNECTED state
2.2.1
Successful RRC Connection Re-Activation procedure
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Figure 2 RRC Resume procedure in LTE
In LTE three steps procedure (RRC Resume Request, RRC Resume, and RRC Resume Complete) is used for state transition from light connection state to CONNECTED state. This procedure can be the discussion baseline for NR state transition from INACTIVE state to CONNECTED state. 

Proposal 4: three steps procedure for the state transition from INACTIVE to CONNECTED state shall be supported.
As discussed in [2], it will beneficial to use common procedure for RRC Re-establishment and RRC Resume for INACTIVE state, therefore, we suggest to change the resume procedure to common name for both Re-establishment and resume scenarios such as RRC Connection Re-activation procedure as shown below:
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Figure 3 RRC Re-Activation procedure in NR
Proposal 5: three steps RRC Connection Re-Activation is defined as procedure for INACTIVE to CONNECTED state transition.

The RRC Connection Re-Activation Request message is not integrity protected or encrypted. For the RRC Connection Re-Activation Request message, at least the following information shall be provided:
· UE Context ID:  which is used to locate the context of the UE

· UE verification info:  which is used for the anchor gNB to verify the UE. The verification information is computed using security keys derived for use in the anchor gNB.
· Cause value:  indicate the cause for the initiating of the RRC Connection Re-Activation Request, for example: data transmission, signalling transmission, RAN notification area update.

Proposal 6: at least the UE context ID, UE verification info, and Cause value need to be include in RRC Connection Re-Activation Request message.
In the resume procedure in LTE, the new keying material (NCC) is configured to UE in RRC Connection resume considering that there is no need to activate security before RRC Connection Resume (no need of transmission data with RRC Connection Resume Request message). In NR, we can follow the same principle, i.e. configure new keying material (e.g. NCC) in RRC Connection Reactivation message. In such case, the network can choose update key to the UE only when needed, e.g. the network may choose not to update the key if the UE re-activates the connection within the same gNB, but the network may choose to update the key if the UE re-activates the connection in a different gNB or if the PDCP COUNT has wrapped-around. If the network decides to change the key, the network provides new keying material (e.g. NCC) in RRC Connection Re-Activation message which should be integrity protected by the new key.
Proposal 7: the network could decide whether to update key upon reception of RRC Connection Re-Activation from the UE.

Proposal 7b: if the network decides to change the keys, new keying material (e.g. NCC) is included in the RRC Connection Reactivation message to allow the UE to generate a new set of keys
Proposal 7c: the RRC Connection Reactivation message is not encrypted but is integrity protected. If the network decided to change the keys, protection is provided using the new integrity key.
In additional to the NCC, for the RRC Connection Re-Activation message, at least the following information shall be provided:

· Dedicated radio resource configuration:   this would be sent to the UE with integrity protection but without encryption. Any configuration information that needs to be protected by encryption could be sent to the UE in a following RRC Reconfiguration message.
· Measurement configuration info: in LTE, as captured in 36.331: “RAN2 agreed that measurement configuration may be sent prior to security activation. But: In order to protect privacy of UEs MEASUREMENT REPORT is only be sent from the UE after successful security activation“, we can follow the same principle that Measurement configuration could be included in RRC Connection Re-Activation as agreed for LTE light connection.
If new keying material is provided, the UE shall update the keys based on the new keying material, and otherwise, the UE continue to use the old keys. The UE shall verify the integrity of the RRC Connection Reactivation message using the new or old key, as appropriate, and apply the new configuration only if the integrity check passes. The UE should respond to network with RRC Connection Reactivation Complete message which is encrypted and integrity protected. 
Proposal 8: the RRC Connection Reactivation Complete message is encrypted and integrity protected. If the network decided to change the keys, protection is provided using the new integrity and encryption keys.
2.2.2
Fall-back of RRC Connection Re-Activation procedure
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Figure 4 Fall-back of RRC Re-Activation procedure in NR

Similar as fall-back handling in LTE for RRC Connection Resume procedure, if the UE context could not be retrieved by the gNB where RRC Connection Re-Activation Request is received, the gNB could initiate RRC Connection setup message to the UE to setup up new connection instead of rejection of the re-activation procedure. Upon reception of the RRC Connection Setup message from network, the UE shall indicate to NAS layer of the fall-back, and NAS layer could provide the NAS message and S-TMSI to UE so that the UE could send the S-TMSI and NAS message in the followed RRC Connection setup complete message.
Proposal 9: If the UE context could not be retrieved by the gNB where RRC Connection Re-Activation Request is received, the gNB could initiate RRC Connection setup message to the UE to setup new connection instead of rejection of the re-activation procedure.
3 Conclusion
In this contribution, we discussed state transition procedures between INACTIVE and CONNECTED, and propose:
Proposal 1: use two steps procedure (for example RRC Reconfiguration and RRC Reconfiguration complete) for the state transition from CONNECTED to INACTIVE state
Proposal 2: The RAN Notification Area, the UE context identifier, and DRX parameter shall be provided to the UE when configuring the UE to enter INACTIVE state.
Proposal 3: implicit state transition from CONNECTED to INACTIVE state with pre-configured INACTIVE state parameters could be supported.
Proposal 4: three steps procedure for the state transition from INACTIVE to CONNECTED state shall be supported.
Proposal 5: three steps RRC Connection Re-Activation is defined as procedure for INACTIVE to CONNECTED state transition.

Proposal 6: the UE context ID, UE verification info, and Cause value need to be include in RRC Connection Re-Activation Request message.

Proposal 7: the network could decide whether to update key upon reception of RRC Connection Re-Activation from the UE.

Proposal 7b: if the network decides to change the keys, new keying material (e.g. NCC) is included in the RRC Connection Reactivation message to allow the UE to generate a new set of keys
Proposal 7c: the RRC Connection Reactivation message is not encrypted but is integrity protected. If the network decided to change the keys, protection is provided using the new integrity key
Proposal 8: the RRC Connection Reactivation Complete message is encrypted and integrity protected. If the network decided to change the keys, protection is provided using the new integrity and encryption keys.

Proposal 9: If the UE context could not be retrieved by the gNB where RRC Connection Re-Activation Request is received, the gNB could initiate RRC Connection setup message to the UE to setup new connection instead of rejection of the re-activation procedure.
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