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1
Introduction
The new work item [1] was agreed at RAN#75 to specify features that enable new NR system to work successfully in commercial deployments. One of the objectives is to define the UE state machine and transitions including RRC_IDLE, RRC_CONNECTED and RRC_INACTIVE in accordance with their characteristics as described in sub-clause 5.5.2 of TR 38.804. In addition, UL and DL data transfer in RRC_INACTIVE might be studied only if all the other objectives have been completed and time is permitted.

During the study for supporting UL/DL data transmission in study item phase, the maintenance of the AS security context has been discussed to ensure that only the right UE is using the UE context meaning the UE need to provide some proof of having the right UE security context. As a matter of fact, the same security context handling is also required for the state transition from RRC_INACTIVE to RRC_CONNECTED. As the AS context is kept in UE and NW when UE is in RRC_INACTIVE state, it is suggested the UE apply the stored key for integrity protection of the UL RRC request message and refresh the key when necessary during the state transition. While as another alternative the key refresh is performed for each state transition always. However, as there has not been any consensus, it is decided to continue studying the security aspects at future meetings.  In this paper, we willanalyze how the security is handled during the state transition from RRC_INACTIVE to RRC_CONNECTED.
2
Discussion
RAN2 asked LS [2] security related aspects on different scenarios considering the location of the PDCP entity in NW side. 

·   Case 1) UE attempts the connection with the cell without PDCP entity relocation, where the security context is not moved.
·   Case 2) UE attempts the connection with a cell with PDCP entity relocation and the context fetch is required from serving gNB to new gNB.
SA3 answered in [3] to describe the security scheme regarding integrity protection, encryption of UL data and key generation/refresh. In general, SA3 concluded that the verification of UE and NW are necessary and in case the PDCP entity is not relocated (case 1), the stored security context is sufficient for integrity protection for both UL and DL.
Moreover, other aspects for supporting security in NR RAN have been discussed in RAN2 AH [4], it is concluded that security key refresh is not performed at every mobility procedure (i.e. handover), at least for the case of mobility where the PDCP anchor point is not changed. SA3 has come to the preliminary conclusion that this could be acceptable for confidentiality and integrity protection if keystreams are not reused, i.e. the counter going into keystream derivation keeps increasing.  It is not explicitly defined in which UE state this key management rule shall be applied, the same principle may be considered for the mobility in RRC_INACTIVE state. 

Observation 1: It is sufficient to apply the stored security context for transferring Msg3 during state transition from security point of view if the PDCP entity is not relocated.
If the key is refreshed based on the NCC received when moving to RRC_INACTIVE state before initiating the state transition from RRC_INACTIVE to RRC_CONNECTED, the UE needs to re-establish PDCP and RLC, reset all the PDCP count including SN and HFN. This doesn’t take advantage from RAN2 agreement [4] which to keep the PDCP state and the COUNTs when UE is in RRC_INACTIVE state, and is likely to be inefficient. If security context and PDCP instance are retained in gNB/UE along with DRBid and COUNT, etc. no key stream repetition is expected. The key set retained by the serving cell is considered fresh and valid if PDCP context and COUNTs are maintained. Besides, when a UE stays in the same cell without the change of the context location, to refresh the key unnecessarily may introduce delay, consume computational resource and increase UE power consumption. 

Observation 2: To refresh key for each state transition is not necessarily beneficial in the case UE stays in the same cell.
In case of mobility, even if {NH, NCC} is provided for new keying, a roundtrip messaging between new gNB and serving gNB cannot be avoided. Besides, before forwarding the UE context to the new gNB, for verifying UE, the serving gNB needs to derive a new KgNB* to keep the key synchronization with UE. If the UE is verified successfully, the serving gNB shall forward UE context including this new KgNB* to new gNB. This key shall be used by new gNB as KgNB to be used with the UE, therefore it looks not desirable and ideally to apply a key from another gNB though it is only utilized for integrity check.

Observation 3: It is not ideal to verify UE in serving gNB with the new key associated with new gNB 

So ideally this key change is needed only if the UE moved to a new gNB, and the new gNB can trigger the UE to update the keys, not in every RRC_INACTIVE to RRC_CONNECTED transition, which is aligned with SA3 recommendation in [3]. As per LTE specification, if the UE connects to a new target gNB, the source gNB calculates and verifies the ShortResumeMAC-I by the stored security context after retrieving the UE context including the AS security context. If the check of the ShortResumeMAC-I is successful, then the source gNB will derive a new KgNB* and send it to target gNB as well as the NCC. The target gNB will use the received key to integrity protect the RRC Connection Resume message which contains the NCC and other potential parameters. The UE will calculate the new key according to the received NCC and to verify the received message accordingly. So the network verification is done by the new security context in LTE RRC Connection Resume procedure.

Observation 4: The LTE RRC Connection Resume procedure fulfils the security requirement from SA3 for case 2 if PDCP entity is relocated.

Therefore, the LTE resume similar procedure may be also applicable for RRC_INACTIVE state transition for NR. After verifying the UE with the stored security context, a new key is derived and provided to new gNB from serving gNB, which then could be applied for integrity protecting the Msg4 during the state transition with the new keying material (NCC) in RRC message responded from gNB. 
Observation 5: The new keying material could be configured to UE from new gNB if the key refresh is required.

RAN2 [4] agreed UE should be able to encrypt the small UL data transmission transmitted in RRC_INACTIVE but which key is used for encryption is left for FFS. The early UL data transmission will address potential challenges, different impacts to the signalling procedure over Xn would be present depending on whether the old stored key or the new refreshed key is applied.
The deciphering of the data needs to be performed in the serving gNB if the UL data multiplexed with Msg3 is encrypted with the old stored key. This would request the data forwarding from new gNB to serving gNB over Xn interface before the PDCP entity is relocated to the new gNB. While on the other hand if the new key is applied for the data transmission, the end tunnel information in UPF needs to be provided to new gNB together with other UE context. So the UL data will be buffered in the new gNB until the UE context is successfully fetched from serving gNB, which may lead to longer latency. 
The comparison of those two solutions is summarized briefly in the table below:

	
	Pros
	Cons

	key is refreshed for each state transition
	No need to forward the first UL data to serving gNB in case of the early data transmission is allowed
	For case 1 (without PDCP relocation): The latency of state transition may increase due to the extra key refresh performed in both UE and gNB.

For case 2 (with PDCP relocation): The latency of early data transmission may increase due to the round-trip delay for context fetch.


	key is refreshed only when UE tries connection with a new gNB
	For case 1 (without PDCP relocation): The efficient state transition is enabled without the key derivation procedure.

For case 2 (with PDCP relocation): The first UL data could be sent to UPF from serving gNB thus the round-trip latency between gNBs will be saved
	For case 2 (with PDCP relocation): The forwarding of the first UL data from target gNB to source gNB has impacts to Xn interface.




Observation 6: The impacts to Xn interface are unavoidable no matter which key is used for UL data encryption.

3
Conclusions

This contribution has analysed the security aspects for state transition from RRC_INACTIVE to RRC_CONNECTED state and following observations were made:
Observation 1: It is sufficient to apply the stored security context for transferring Msg3 during state transition from security point of view if the PDCP entity is not relocated.
Observation 2: To refresh key for each state transition is no necessarily beneficial in the case UE stays in the same cell.

Observation 3: It is not ideally to verify UE in source/serving gNB with the new key associated with the new gNB 

Observation 4: The LTE RRC Connection Resume procedure fulfils the security requirement from SA3 for case 2.

Observation 5: The new keying material could be configured to UE from new gNB if the key refresh is required.

Observation 6: The impacts to Xn interface are unavoidable no matter which key is used for UL data encryption.
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