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Introduction
It is agreed in RAN2#97bis meeting in [1] that 
1	RAN2 preference is that the security capabilities are transferred in NAS (as for LTE today) regardless of whether only existing algorithms are used or if new algorithms are introduced for NR (and LTE).
2	Adopt similar principle for KeNB and S-KeNB handling as for DC in LTE. As a baseline the S-KeNB should be changed when the KeNB is changed,  
This contribution discusses how to transmit security information used by SCG gNB.
Discussion
There are two cases for the transmission of NR security information: (a) initial security configuration  and (b) security reconfiguration. Since similar principle for KeNB and S-KeNB handling as for DC in LTE should be used in NSA, S-KeNB is derived from the key used for the MCG (KeNB) and an SCG counter that is used to ensure freshness, and the security algorithm for NR is decided by SCG gNB. In LTE, SCG counter is transmitted as part of SCG-Configuration in RRC connection reconfiguration message. Since SCG AS security is handled by NR RRC layer and LTE RRC and NR RRC cannot understand each other, the above information should be transmitted in NR RRC message which is used for initial security configuration or security reconfiguration. 
Proposal1. SCG counter and security algorithm should be sent in NR RRC message which is used for initial security configuration and security reconfiguration. 
The next question is how to transmit the NR RRC message which is used to for initial security configuration and security reconfiguration
 (a) Initial security configuration 
The initial security configuration for SCG should be sent with the SCG addition. Since LTE RRC connection reconfiguration message used for SCG addition is sent via MCG SRB, NR RRC message which is used to for initial security configuration can only be sent via MCG SRB.
Proposal2. NR RRC message which is used to for initial security configuration is sent via MCG SRB. 
(b) Security reconfiguration 
There are three cases for security reconfiguration in NR.
1. MN key change
2. SN key change (w/wt SCG SRB)
3. SN security algorithm change (w/wt SCG SRB)
In the first case, when MN key changes, SN key should be updated with coordination between MN and SN. It is reasonable to send the NR RRC message which is used to for security reconfiguration via MCG SRB. 
Proposa3.  In case of MN key change, NR RRC message which is used for security reconfiguration is sent via MCG SRB.  
In the second case, when the COUNT will wrap around, an SCG change can be triggered to refresh the S-KeNB. To avoid the SN key change, a new DRB ID can be allocated by SN or MN in NR. For NSA scenario, the UE is connected to EPC, the maximum number of DRBs that UE can support is the same as LTE. So the legacy behavior, i.e. MN allocates the DRB ID is a simple and straight way. 
Proposal4. DRB ID allocation is handled by MN. 
There are some other cases that SN key change may happen, e.g. inter-SN change. For these cases, the MN is involved. So the NR RRC message which is used for security reconfiguration is sent via MCG SRB.
Proposa5. In case of SN key change, NR RRC message which is used for security reconfiguration is sent via MCG SRB.
In the third case, no coordination of security algorithm between MN and SN is needed since the algorithm for NR and LTE might be different. When SCG SRB is configured, it is up to the network to choose the path to send the NR RRC massage since SN security algorithm change has no impact to MN security configuration. If SCG SRB is not configured, only MCG SRB can be used. However the security algorithm change is not considered to be frequent. As a simplification and to align with all other cases (proposal 2, 3 and 5), we think NR RRC message which is used for security algorithm reconfiguration could also be sent via MN. 
Proposa6.  In case of SN security algorithm change, NR RRC message which is used for security reconfiguration could also be sent via MCG SRB.
Conclusion
After the discussion on how to transmit security information used by SCG gNB, we propose:
Proposal1. SCG counter and security algorithm should be sent in NR RRC message which is used for initial security configuration and security reconfiguration. 
Proposal2. NR RRC message which is used to for initial security configuration is sent via MCG SRB. 
Proposa3.  In case of MN key change, NR RRC message which is used for security reconfiguration is sent via MCG SRB.  
Proposal4. DRB ID allocation is handled by MN. 
Proposa5. In case of SN key change, NR RRC message which is used for security reconfiguration is sent via MCG SRB.
Proposa6.  In case of SN security algorithm change, NR RRC message which is used for security reconfiguration could also be sent via MSC SRB.
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