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1. Overall Description:
RAN2 has discussed the failure handling on SgNB and agreed that:
1: In LTE-NR DC, following SgNB failure cases need to be supported:
-	SgNB RLF;
-	SgNB change failure;
-	exceeding the maximum uplink transmission timing difference (if EN-DC supports the synchronised operation case which is RAN1 decision);
-	SgNB configuration failure (only for message on SCG SRB);
-	SgNB RRC integrity check failure;
2: In LTE-NR DC, the UE shall report the SCGFailureInformation to the MeNB instead of triggering the reestablishment upon SgNB failure.
3: 	Upon SgNB failures, UE shall:
-	Suspend all SCG DRBs and suspend SCG transmission for MCG split DRBs, and SCG split DRBs;
-	Suspend direct SCG SRB and SCG transmission for MCG split SRB;
-	Reset SCG-MAC;
-	send the SCGFailureInformation message to the MeNB with corresponding cause values .


Regarding SgNB RRC integrity check failure (SgNB RRC message transferred via SCG SRB), RAN2 assumed that SgNB RRC integrity check failure does not impact the MeNB and the MeNB leg is still safe since it will be generally not possible to derive the KeNB used in MeNB from the S-KeNB used in SgNB. In addition upon SCG failure, possibly triggered by SgNB RRC integrity check failure, the UE will suspend the SCG SRB, so that it cannot be used to configure the UE by a possible attacker. Therefore, an RRC Connection Re-establishment would not be needed and it is sufficient to report the failure to MeNB and communication with MeNB can continue.  Since it is mainly SA3 scope, RAN2 respectfully asks SA3 to check if RAN2 understanding on SgNB RRC integrity check failure is correct. 


2. Actions:
To SA3 group.
ACTION: 	RAN2 respectfully asks SA3 to check if RAN2 understanding on SgNB RRC integrity check failure is correct.

3. Date of Next RAN2 Meetings:
RAN2#98                        15-19 May 2017                        Hangzhou, China
RAN2 NR#2                    27-29 June 2017                       Qingdao, China




