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1. Overall Description:

RAN2 thanks SA3 for the Reply LS S3-152467 on IPsec tunnelling mechanism for LTE-WiFi aggregation. RAN2 discussed the comments provided and the questions asked by the SA3.
RAN/RAN2 proposal of using IPsec as the tunnelling mechanism between the UE and eNB  assumes that the IPsec tunnel similar to that specified for use between UE and ePDG can be used. The very motivation for the LS to SA3 is indeed for SA3 to specify the required mechanisms to establish the IPSec tunnel and comment on the overall security aspects of this architecture.

Following are the responses from RAN2 on the clarifications requested by SA3.
Q1: 
What is the topology of the envisioned deployment, i.e. how is the WLAN AP connected to the eNB, both considering topology on physical as well as IP layer?  
[RESPONSE] 

There is no specific assumption on the IP connectivity between WLAN AP and eNB – The IP connectivity can be over a managed IP network like enterprise VPN or over public internet. The tunnel is between the UE and the eNB and therefore transparent to the intermediate network topology.

Q2:
How and from where can the eNB and the IPsec termination point be reached?

[RESPONSE] 

eNB and the IPsec termination point can be reached via a managed IP network (e.g. enterprise VPN) or over public internet.

Q3:
Is it envisioned that the eNB can be accessed only from the known WLAN through a private network, or the eNB could be exposed to access from a public network? 
[RESPONSE] 

eNB can be accessed by the UE using the IP address and port specified for the IPsec tunnel establishment via private or public internet.
Q4:
 It has been proposed that the IPsec tunnel should be terminated inside a security gateway on network side, does RAN see any issues with that?
[RESPONSE] 

RAN2 would like to indicate that that is not in our scope to answer. If this is seen as necessary, the proposed security gateway function forms part of the logical eNB implementation from RAN2 perspective. However, RAN2 would like to refer SA3 to the following aspect in the agreed WI[3].
 (Note: the eNB IP address does not necessarily need to be a publicly routable IP address)
Q5: 
What exactly does legacy WLAN mean, does that mean hardware is to be used unchanged, or also the current deployment? 
[RESPONSE] 

Legacy WLAN means there is no requirement for hardware or software to be changed as well as reuse of existing WLAN deployments and procedures.
Q6: 
Who owns the WLAN, who manages and configures it?
[RESPONSE] 

The WI is transparent to which entity owns and configures the WLAN. It can be owned/managed by service provider or partner
RAN2 respectfully would like to request SA3 to reply to questions asked in our previous LS [1], namely, the procedures for deriving the parameters to be sent by eNB necessary for UE to establish the IPsec tunnel [2] and the aspect of distinguishing DRBs over the IPsec tunnel in line with the security architecture.
2. Actions:

RAN2 respectfully would request SA3 to note the responses above and would like to remind SA3 that it is still awaiting feedback the specific questions related to IPsec parameters and distinguishing DRBs .

3. Date of Next RAN2 Meetings:
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15-19 February 2016 
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