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XX.3
LTE/WLAN Aggregation using IPsec tunnel

A UE in RRC_CONNECTED can be configured by the eNB to utilize WLAN radio resources via IPsec tunnelling above the PDCP protocol layer (i.e. at the PDCP SDU level) over the WLAN between the eNB and the UE. 

UE upon successful establishment of WLAN connection sends confirmation of the association to the eNB. The eNB sends the RRCConnectionReconfiguration message with parameters to establish the IPsec tunnel. The initiation of LTE/WLAN aggregation and the IPsec tunnel establishment at the UE is triggered by the eNB via the RRCConnectionReconfiguration message. Upon receiving the RRCConnectionReconfiguration message, the UE establishes the IPsec tunnel based on the tunnel parameters  provided in the RRCConnectionReconfiguration message.  
A single IPSec tunnel is used per UE for all the data bearers that are configured to send and/ or receive data over WLAN.  
For the DL of a data bearer, the UE may receive user packets from the LTE side as well as from the IPsec tunnel and these are forwarded directly to upper layers. 
For the UL, the eNB configures the UE to route the uplink data either via LTE or via WLAN using RRC signalling. 
The UE conveys the DRB identity with the payload of the IPSec packet in the uplink. 
Each data bearer may be configured so that traffic can be routed over the IPsec tunnel in either only downlink or both uplink and downlink over WLAN. 
The release of the IPsec tunnel and its use for a DRB are initiated by the eNB. 
The figure below shows the procedure of configuring a bearer to be transported over the IPsec tunnel.  
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Figure XX.1.7.1-1: IPsec Tunnel for bearer setup procedure
1. The eNB decides to configure UE to utilize WLAN radio resources of legacy WLAN via IPsec tunnelling above the PDCP protocol layer.
2. UE sends acknowledgement indicating its ability to support LWRI operation.
3. UE associates with WLAN, if not already associated.
4. UE sends confirmation of the association to the eNB.
5. The eNB sends the RRCConnectionReconfiguration message to the UE including the new radio resource configuration.
6. The UE applies the new configuration and replies with RRCConnectionReconfigurationComplete message.
 The UE uses the parameters in the new radio resource configuration to setup the IPsec tunnel with the eNB over the WLAN access.
The same WLAN measurement as specified in XX.1.5 is also used for LWA using IPsec tunnel.

The same mobility concept as specified in XX.1.4 is also used for LWA using IPsec tunnel.
Annex YY (informative):
LTE-WLAN Radio Level Integration 

This Annex contains the RAN2 agreements on LTE-WLAN Radio Level Integration. The agreements are provided verbatim for reference.This annex shall be removed once the WI is completed.

YY.1
RAN2#91-bis

1:    Capture the Stage-2 description of IP tunnelling architecture in a dedicated section of TS36.300.

2:    Do not allow both IP tunnelling and LWA at the same time for the same UE in Rel-13.

3:
eNB provides the UE with appropriate parameters for the establishment or reconfiguration of the IP Sec Tunnel. 

4:    SRBs are routed via LTE only

5:    RAN2 assumption that at most 1 IPSec Tunnel per UE

6:
Design requirement that the UE can have more than one EPS Bearer carried WLAN 


FFS How the EPS Bearers are distinguished over WLAN

7:
IPSec Tunnel establishment and moving a bearer to use the Tunnel can be independent procedures.

8:
The UE shall autonomously release IPsec tunnel configuration and the use of it by the DRBs upon receiving the Handover Command.

9:    IPsec tunnel solution shall also support uplink data for a DRB over IPsec/WLAN (in addition to downlink). eNB configures where the UL data is routed (WLAN/LTE). If routed via WLAN then all UL traffic of the DRB is offloaded to WLAN.

10:  IPSec Tunnel can only exist when the UE is RRC Connected

11:  RRCConnectionReconfiguration is used to switching bearer to the IPSec Tunnel and for switching back to LTE

12:  The same UE feedback of the measurement metrics as with LWA L2 approach and LWI   should also be used for the tunnel mode.

13:  The same mobility concept already agreed for the existing WI can also be used for the IPSec tunnel mode.

14:  Separate capability bit for UE that supports IPSec tunnelling mode.

YY.2
RAN2#92

1. Even when the IPsec tunnel is established, EPS Bearer on the LTE Access shall be maintained 
2. Working assumption: Even when the IPsec tunnel is established, DRB on the LTE Access shall be maintained
3. Working assumption: Capture in the stage 2 that if the IPsec tunnel is established then it is expected that eNB routes packets via LTE DRB or via IPSec tunnel. If eNB implementation routes packets to both LTE DRB and IPSec tunnel simultaneously then delivery of packets to upper layers out of order may occur.
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