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Introduction
Access control for NB-IoT was discussed at RAN2#91bis and the following agreements were made [1]:

We will support 
Network sharing, up to 6 PLMNs
Access control (per PLMN)
We will aim to have only one mechanism for Access Control. Details FFS. 
In access, we discriminate between 2 cases, to support discrimination between normal reporting and exception reports.
The Access Control concept of NB-IoT should be based on the availability of Access Classes in the SIM/UICC like in GSM/UMTS/LTE.

In this contribution, access control for NB-IoT is discussed further.
[bookmark: _Ref178064866]Discussion
Access control is an important mechanism to avoid RAN and CN overload. It prevents UEs from accessing the RACH and thereby eliminates the risk of a synchronized rush of random accesses. At the same time core network load is reduced since fewer requests are being forwarded from the eNB to the MME.
Access control in LTE
The two main access control mechanisms in LTE are Access Control Barring (ACB) and Extended Access Barring (EAB).  They both aim to reduce congestion in overload scenarios but functions in rather different ways.
Common to both ACB and EAB is that they rely on the Access Class (AC) information which is embedded in the USIM. Currently, there are 16 ACs and all UEs are randomly allocated to one of the AC between AC 0 and AC 9 [3]. AC 10 is used for emergency call. AC 11 to AC 15 are special high priority classes. A UE may also be allocated one of these classes. 
Access Class Barring (ACB)
ACB was introduced already in Rel-8 and is based on an access probability factor and a barring timer broadcasted in SIB2. The UE draws a random number which it then compares to the access factor, and if the value of the random number is smaller than the factor, the UE may access. If the UE is barred, a random timer is started and a new attempt is made when the timer expires. 
The random draw procedure only applies to normal priority UEs (i.e. ACs 0-9); for high-priority UEs (i.e. ACs 11-15) access is controlled using a separate bitmap which is also broadcasted in SIB2.  Similarly, a separate bit is also included in SIB2 to control access for emergency calls (AC 10).
	+
	Simple. ACB parameters are static which means that no SI updates are necessary.
	-
	Some UEs will be barred for a long time since the barring test is repeated until it succeeds

	+
	Multi-PLMN (RAN sharing) support

	-
	Non-deterministic which complicates testing 

	+
	Possible to control access for AC 10-15
	-
	Not possible to differentiate between roaming and non-roaming  UEs


Extended Access Barring (EAB)
EAB is a complementing mechanism added in Rel-11 for delay tolerant traffic and is configured individually per UE. Since EAB would typically only be configured for MTC devices, it is effectively a mechanism to control the MTC load in the network. In EAB, the UE checks a 10 bit barring bitmap signalled in SIB14 and only attempts to access the network if the bit corresponding to its access class is unset.  By setting/unsetting bits in the bitmap the network load can be adjusted. High-priority UEs (AC 11-15) would typically not be configured with EAB and would hence not be subject to the EAB check. EAB does not apply for emergency calls (AC 10).
To allow all UEs to eventually access, the network needs to rotate the access classes in the bitmap. UEs in the cell are notified about updates to the EAB parameters in SIB14 via a special Paging message containing the eab-ParamModification. When the UE receives this new paging message, it acquires both SIB1 and SIB14 immediately. This is a difference compared to the normal SI update Paging procedure where the UE waits until the start of the next BCCH modification period before it reads the updated system information. 
	+
	Deterministic which simplifies testing
	-
	Complex update procedure.

	+
	Multi-PLMN (RAN sharing) support 
	-
	Not possible to control access for AC 10-15

	+
	Possible to differentiate between roaming and non-roaming  UEs
	
	


Access control in NB-IoT
Based on the discussion in the previous section it is clear that both ACB and EAB have their shortcomings. In this section we propose two alternative mechanisms that we believe are better suited for NB-IoT.
We assume that the access control mechanism for NB-IoT will need to support both RAN sharing and differentiation of roaming and non-roaming UEs. Since adding this functionality is straightforward we will not discuss it further.
[bookmark: _Toc434237021][bookmark: _Toc434239572][bookmark: _Toc434333643][bookmark: _Toc434399135][bookmark: _Toc434574349][bookmark: _Toc434582710]NB-IoT access control supports RAN sharing and differentiation of roaming categories (similar to EAB in LTE). 
Solution 1: Slotted access
This solution is based on time being divided into slots where different access classes are only allowed to access in the slot assigned to them. In the most simple case the i:th access class in AC 0-9 would be mapped to the i:th slot, where the i:th slot is defined as

where  is the slot length. By mapping more access classes to the same slot the RACH load can be adjusted. An advantage of this solution is that the parameters are constant which means that no SI updates are necessary. Since the UE does not have to re-acquire system information UE power consumption is reduced.
A potential risk with this scheme is the RACH peak that may occur at the start of an access slot. In order to avoid many UEs trying to access at the same time, it would be desirable to spread the accesses over a period of time. To achieve this, the UE can apply a random waiting time between 0 and the slot length. If non-deterministic behavior is a problem for testing, the waiting time can instead be selected pseudo-randomly based on e.g. the UE identity. For example, if a slot contains  RACH occasions, the UE could be assigned the occasion with index

This is analogous to how paging occasions are determined in LTE. Other schemes offering better pseudo-randomness properties are also possible.
Note that this solution assumes that AC 0-9 in the USIMs were assigned uniformly at random; if the access classes were assigned according to some other distribution or using a bad random generator the slot load will vary and the scheme may fail.
Solution 2: On/Off barring with 1 bit per AC
This solution is based on a barring bitmap similar to EAB but does not rely on a special Paging message. A UE with pending uplink data checks the barring bitmap before the RACH attempt to determine if access is allowed. If the UE finds that its access class is barred, it will re-read the barring information at regular intervals until it is eventually allowed access. Since the barring information is transmitted in a separate SIB it does not need to follow the normal SI update procedure and could hence use a shorter modification period. The length of the modification period, as well as the indication of whether access control is enabled or not, can be broadcasted in one of the regular SIBs e.g. SIB1.
Similar to the previous solution there is a risk of large number of RACH attempts at the start of an modification period when the barring bitmap has just been updated. This problem can be avoided in the same way as in the previous solution by adding a (pseudo-)random wait timer between 0 and the length of the modification period.
The main benefit of this solution is its simplicity and the freedom that it provides to the network. Since the UE re-reads the barring bitmap the network can implement any update or rotation pattern it wants without requiring any additional support from the UE. This also means that AC 0-9 do not necessarily have to allocated randomly. On the other hand, the bitmap based approach obviously increases the UE power consumption compared to solutions using static parameters. However, considering that access control is only enabled during short periods we do not expect the battery life impact to be significant.
Due to reasons mentioned above we propose the following:
[bookmark: _Toc434237022][bookmark: _Toc434239573][bookmark: _Toc434333644][bookmark: _Toc434399136][bookmark: _Toc434574350][bookmark: _Toc434582711]Access control for NB-IoT is based on barring bitmap.
[bookmark: _Toc434333645][bookmark: _Toc434399137][bookmark: _Toc434574351][bookmark: _Toc434582712]The barring bitmap is transmitted separately from other system information and only when access control is enabled.
[bookmark: _Toc434237023][bookmark: _Toc434239574][bookmark: _Toc434333646][bookmark: _Toc434399138][bookmark: _Toc434574352][bookmark: _Toc434582713]Updates to the barring bitmap do not need to follow the normal SI update procedure. The modification period used for the barring bitmap can be shorter than the regular BCCH modification period.
[bookmark: _Toc434333648][bookmark: _Toc434399139][bookmark: _Toc434574353][bookmark: _Toc434582714]Updates to the barring bitmap neither affects the ValueTag nor does it trigger Paging. 
[bookmark: _Toc434333647][bookmark: _Toc434399140][bookmark: _Toc434574354][bookmark: _Toc434582715]A UE with pending uplink data checks the barring bitmap for updates once per modification period if access control is enabled.
[bookmark: _Toc434333649][bookmark: _Toc434399141][bookmark: _Toc434574355][bookmark: _Toc434582716]In order to avoid a large number accesses when the barring bitmap is updated, a UE specific waiting time should be applied to spread out the access attempts evenly across the modification period. Details on how the UE specific waiting time is calculated (e.g. based on IMSI/S-TMSI) are ffs.
Exception vs normal reporting
To reduce the transmission time for time critical applications (e.g. alarms), it was agreed to support differentiation between normal and exception reporting. In our understanding exception reports are similar to emergency calls and uses AC 10. 
[bookmark: _Toc434239576][bookmark: _Toc434333650][bookmark: _Toc434399142][bookmark: _Toc434574356][bookmark: _Toc434582717]Exception reports are similar to emergency calls in GSM/WCDMA/LTE and uses AC 10.
Similar to emergency call handling in LTE, exception reports are not subject to the normal access control (as applied to AC 0-9). Instead a separate flag is broadcasted which indicates if exception reports are allowed or not.
[bookmark: _Toc434239577][bookmark: _Toc434333651][bookmark: _Toc434399143][bookmark: _Toc434574357][bookmark: _Toc434582718]A separate flag is broadcasted which indicates if exception reports are allowed (similar to ac-BarringForEmergency in LTE)
To indicate that the uplink data transmission is for exception reporting and gain priority in the system, the UE should set the appropriate establishment cause during the RRC connection setup procedure.
[bookmark: _Toc434239578][bookmark: _Toc434333652][bookmark: _Toc434399144][bookmark: _Toc434574358][bookmark: _Toc434582719]Exception reporting is indicated in the establishment cause during the RRC connection setup procedure.
Conclusion
In this contribution we have discussed the access control for NB-IoT. In section 2 we made the following proposals:
Proposal 1	NB-IoT access control supports RAN sharing and differentiation of roaming categories (similar to EAB in LTE).
Proposal 2	Access control for NB-IoT is based on barring bitmap.
Proposal 3	The barring bitmap is transmitted separately from other system information and only when access control is enabled.
Proposal 4	Updates to the barring bitmap do not need to follow the normal SI update procedure. The modification period used for the barring bitmap can be shorter than the regular BCCH modification period.
Proposal 5	Updates to the barring bitmap neither affects the ValueTag nor does it trigger Paging.
Proposal 6	A UE with pending uplink data checks the barring bitmap for updates once per modification period if access control is enabled.
Proposal 7	In order to avoid a large number accesses when the barring bitmap is updated, a UE specific waiting time should be applied to spread out the access attempts evenly across the modification period. Details on how the UE specific waiting time is calculated (e.g. based on IMSI/S-TMSI) are ffs.
Proposal 8	Exception reports are similar to emergency calls in GSM/WCDMA/LTE and uses AC 10.
Proposal 9	A separate flag is broadcasted which indicates if exception reports are allowed (similar to ac-BarringForEmergency in LTE)
Proposal 10	Exception reporting is indicated in the establishment cause during the RRC connection setup procedure.
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