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1 Introduction

In RAN#69 meeting, a new WI has been agreed to introduce support ofLTE-WiFi aggregation for legacy WLAN deployments. In the WI, the following objective is provided:

1. Specify RAN and WLAN protocol architecture of LTE-WLAN RAN level integration at the UE and RAN side based on IPsec tunneling above PDCP protocol layer (i.e. PDCP SDU) between eNB and UE over WLAN.
2. Specify RRC enhancements for required signalling of parameters to the UE (e.g. parameters for establishing the tunnel between eNB and UE):

In this contribution, the following aspects are discussed
· Number of IPsec tunnels per UE and to differentiate the DRBs

· Configuration parameters (e.g. routable IP address, security credential, traffic selector) required for the establishment of IPsec 

· DRB addition and release from the IPsec tunnel

· Handover

Based on the proposals, a draft Stage-3 CR is provided in the Annex introduce IPsec tunnel establishment and RRC configuration, DRB addition and release from the IPsec tunnel and handover. A draft LS to SA3 is also provided in R2-15xxxx.
2 Discussion
2.1 Number of IPsec tunnels per UE and DRB differentiation
As in the WI objective, IPsec tunnelling above PDCP protocol layer will be used over the WLAN between eNB and the UE. The IPSec is used in tunnelling mode with both ESP and AH enabled.
There are several approached in which the DRBs may be differentiated over the WLAN. In a first approach one may use one IPSec tunnel for each DRB. An alternative approach uses one IPSec tunnel for each of the user and it differentiates the DRBs for each user by using a different Security Association(SA) and implicitly a different Security Parameter Index in the ESP header for each DRB.  

On the DL traffic the eNB matches all the packets of the same DRB to the IPSec tunnel with the same SPI.  The UE uses the SPI of the received IPSec packets to identify the associated DRB. For the UL traffic, the SPI is also used to identify the S1 tunnel ID on which the packet is going to be forwarded.
In order to perform this operations both sides, UE and eNB, need to be aware of the one-to-one map between the DRB Id and SPI.The mapping of the SPI to the DRB can be provided via RRC signalling when a bearer is rerouted to use the IPsec tunnel. The SPI is a 32-bit value.
Proposal#1: Only 1 IPsec tunnel is established between a UE and the eNB. DRBs are differentiated via configuring the SPI sent in the ESP header of each IPsec packet. The mapping of the SPI to the DRB is provided in the RRC signalling.
2.2 IPsec tunnel establishment
As mentioned in R2-151475, different operators may have different deployment scenarios.  The following are some of the possible scenarios:

· WLAN is in the same private network as the LTE eNB (e.g. enterprise small cell with WiFi and LTE capability integrated or colocated)

· WLAN is in a different private network to the LTE eNB (e.g. macro/metro LTE cell with partner’s WLAN)

In either case, the eNB will provide the UE with an eNB routable IP address which could be used by the UE to reach the eNB via the WLAN network.

Proposal#2: UE is provided with an eNB routable IP address via the RRC for the IPsec tunnel establishment by the UE. 
To initiate the IPsec tunnel establishment, a pre-shared key (PSK) also needs to be provided to the UE. There are 2 approaches to share the PSK between the eNB and the UE:

· eNB provides the pre-shared key to the UE via RRC
· eNB and UE use the KeNB* to generate a PSK (FFS how to generate the PSK from KeNB* can be further discussed in SA3)

Both approaches are feasible but the second approach is more aligned to the existing key generation mechanism. Hence we have a preference to go with the second approach.
Proposal#3: eNB and UE use the KeNB* to generate a PSK (FFS how to generate the PSK from KeNB* can be further discussed in SA3)
Upon the UE receiving the command to perform IPsec tunnel establishment for one or more DRBs by the eNB, the UE will perform the WLAN association (if not already associated, perform the UE WLAN authentication if it is applied etc.) and the IPsec tunnel establishment towards the eNB using the tunnel parameters (i.e. eNB IP address and generated PSK from KeNB*) using IKEv2. The details of the IPsec tunnel establishment can be specified by SA3 in SA3 specification (e.g. TS33.401 or 33.402).
Proposal#4: RAN2 shall send a LS to SA3 to provide further input regarding RAN 2 preference on the PSK generation and eNB IP address on the IPsec tunnel establishment using IKEv2 and the use of SPI for differentiating the DRBs.
2.3 DRB addition and release from IPsec tunnel
Once an IPsec tunnel is established between the UE and the eNB a DRB may be configured to use the IPsec tunnel. This can be signalled at the same time in the RRCConnectionReconfiguration message where the UE is configured to establish the IPsec tunnel or in a separate RRCConnectionReconfiguration message. For deconfiguring a DRB from using IPsec tunnel, it can be signalled at the same time in the RRCConnectionReconfiguration message where the UE is commanded to release the IPsec tunnel or in a separate RRCConnectionReconfiguration message before the message to release of the IPsec tunnel.

Proposal#5: The UE can be configured to add DRB to an existent IPsec tunnel once the IPsec tunnel is successfully established. This can be done in the same RRCConnectionReconfiguration message where the UE is configured to establish the IPsec tunnel or in a separate message after the IPsec tunnel is established. Likewise, the UE can be signalled to release DRB to use the IPsec tunnel and can be done in the same RRCConnection Reconfiguration message where the UE is signalled to release the IPsec tunnel or in a separate message before the message to release of the IPsec tunnel. 
2.4 Impact of handover/re-establishment to IPsec tunnel and DRBs using the IPsec tunnel
For simplicity, the eNB should release the IPsec tunnel and the use of it by the DRBs during handover. In the inter-eNB handover case, the source eNB can release the IPsec tunnel and the use of it by the DRBs prior to starting the handover preparation or the UE autonomously releases IPsec tunnel and the use of it by the DRBs upon receiving the Handover Command. This would mean that there is not needed to provide the IPsec tunnel configuration to the target eNB. Alternative is to provide the IPsec tunnel configuration to the target eNB so that the target eNB can release the IPsec tunnel configuration. Either way is feasible since the source eNB or cell can route the DL traffic via the LTE before the handover takes place.  We have a preference for the former as it has less specification impact if UE autonomously releases the IPsec tunnel configuration.
Proposal#6: The UE shall autonomously release IPsec tunnel configuration and the use of it by the DRBs upon receiving the Handover Command. 
3 Conclusion

It is recommended that RAN 2 discusses the following observations and proposals:
Proposal#1: Only 1 IPsec tunnel is established between a UE and the eNB. DRBs are differentiated via configuring the SPI sent in the ESP header of each IPsec packet. The mapping of the SPI to the DRB is provided in the RRC signalling.
Proposal#2: UE is provided with an eNB routable IP address via the RRC for the IPsec tunnel establishment by the UE. 

Proposal#3: eNB and UE use the KeNB* to generate a PSK (FFS how to generate the PSK from KeNB* can be further discussed in SA3)
Proposal#4: RAN2 shall send a LS to SA3 to provide further input regarding RAN 2 preference on the PSK generation and eNB IP address on the IPsec tunnel establishment using IKEv2 and the use of SPI for differentiating the DRBs.

Proposal#5: The UE can be configured to add DRB to an existent IPsec tunnel once the IPsec tunnel is successfully established. This can be done in the same RRCConnectionReconfiguration message where the UE is configured to establish the IPsec tunnel or in a separate message after the IPsec tunnel is established. Likewise, the UE can be signalled to release DRB to use the IPsec tunnel and can be done in the same RRCConnection Reconfiguration message where the UE is signalled to release the IPsec tunnel or in a separate message before the message to release of the IPsec tunnel. 

Proposal#6: The UE shall autonomously release IPsec tunnel configuration and the use of it by the DRBs upon receiving the Handover Command. 
Draft Stage-3 text proposal is provided in the Annex. Stage 2 text proposal is in [5]
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5 Annex: Update to TS36.331 v12.6.0
5.3.5.3
Reception of an RRCConnectionReconfiguration not including the mobilityControlInfo by the UE

If the RRCConnectionReconfiguration message does not include the mobilityControlInfo and the UE is able to comply with the configuration included in this message, the UE shall:

1>
if this is the first RRCConnectionReconfiguration message after successful completion of the RRC Connection Re-establishment procedure:

2>
re-establish PDCP for SRB2 and for all DRBs that are established, if any;

2>
re-establish RLC for SRB2 and for all DRBs that are established, if any;

2>
if the RRCConnectionReconfiguration message includes the fullConfig:

3>
perform the radio configuration procedure as specified in section 5.3.5.8;

2>
if the RRCConnectionReconfiguration message includes the radioResourceConfigDedicated:

3>
perform the radio resource configuration procedure as specified in 5.3.10;

2> resume SRB2 and all DRBs that are suspended, if any;

NOTE 1:
The handling of the radio bearers after the successful completion of the PDCP re-establishment, e.g. the re-transmission of unacknowledged PDCP SDUs (as well as the associated status reporting), the handling of the SN and the HFN, is specified in TS 36.323 [8].

NOTE 2:
The UE may discard SRB2 messages and data that it receives prior to completing the reconfiguration used to resume these bearers.

1>
else:

2>
if the RRCConnectionReconfiguration message includes the radioResourceConfigDedicated:

3>
perform the radio resource configuration procedure as specified in 5.3.10;

NOTE 3:
If the RRCConnectionReconfiguration message includes the establishment of radio bearers other than SRB1, the UE may start using these radio bearers immediately, i.e. there is no need to wait for an outstanding acknowledgment of the SecurityModeComplete message.

1>
if the received RRCConnectionReconfiguration includes the sCellToReleaseList:

2>
perform SCell release as specified in 5.3.10.3a;

1>
if the received RRCConnectionReconfiguration includes the sCellToAddModList:

2>
perform SCell addition or modification as specified in 5.3.10.3b;

1>
if the received RRCConnectionReconfiguration includes the scg-Configuration; or
1>
if the current UE configuration includes one or more split DRBs and the received RRCConnectionReconfiguration includes radioResourceConfigDedicated including drb-ToAddModList:

2>
perform SCG reconfiguration as specified in 5.3.10.10;
1>
if the received RRCConnectionReconfiguration includes the systemInformationBlockType1Dedicated:

2>
perfom the actions upon reception of the SystemInformationBlockType1 message as specified in 5.2.2.7;

1>
if the RRCConnectionReconfiguration message includes the dedicatedInfoNASList:

2>
forward each element of the dedicatedInfoNASList to upper layers in the same order as listed;

1>
if the RRCConnectionReconfiguration message includes the measConfig:

2>
perform the measurement configuration procedure as specified in 5.5.2;

1>
perform the measurement identity autonomous removal as specified in 5.5.2.2a;

1>
if the RRCConnectionReconfiguration message includes the otherConfig:

2>
perform the other configuration procedure as specified in 5.3.10.9;
1>
if the RRCConnectionReconfiguration message includes the sl-DiscConfig or sl-CommConfig:

2>
perform the sidelink dedicated configuration procedure as specified in 5.3.10.15;
1>
if the RRCConnectionReconfiguration message includes wlan-OffloadInfo:
2>
perform the dedicated WLAN offload configuration procedure as specified in 5.6.12.2;
1>
if the RRCConnectionReconfiguration message includes wlan-IpsecTunnelInfo:
2>
perform the WLAN tunnel configuration procedure as specified in 5.6.x.2;
1>
if the RRCConnectionReconfiguration message includes wlan-DrboverIpsecTunnelInfo:
2>
perform the WLAN DRB over IPsec Tunnel configuration procedure as specified in 5.6.x.3;
1>
submit the RRCConnectionReconfigurationComplete message to lower layers for transmission using the new configuration, upon which the procedure ends; 

5.6.x
LTE-WLAN aggregation using IPsec tunnel
5.6.x.1
General

The purpose of this procedure is to indicate to higher layers to initiate the establishment/release of the IPsec tunnel over the WLAN and to add/release the DRB(s) that can use the IPsec tunnel. 
5.6.x.2
WLAN IPsec Tunnel configuration
The UE shall:

1>
if the received wlan-IpsecTunnelInfo is set to release:
2> indicate to higher layers to release the DRB associated with the drb-Identity using the IPsec tunnel and to initiate the release of the IPsec tunnel [reference SA3 spec];
1>
else:

2>
indicate to higher layers to initiate the establishment of the IPsec tunnel with the wlan-IpsecTunnelConfig [reference SA3 spec]
5.6.x.3
WLAN DRB over IPsec Tunnel configuration
The UE shall:

1> for each drb-Identity value included in the drb-ToAddoverIpsecList that is not part of the current UE configuration
2> indicate to higher layers to include the DRB associated with the drb-Identity using the IPsec tunnel;
2> indicate to higher layers the SPI value used for the DRB;
1> for each drb-Identity value included in the drb-ToReleaseoverIpsecList that is part of the current UE configuration
2> indicate to higher layers to release the DRB associated with the drb-Identity using the IPsec tunnel;
ASN.1 for wlan-IpsecTunnelInfo-r13

wlan-IpsecTunnelInfo-r13



CHOICE {


release 







NULL,



setup








SEQUENCE {




wlan-IpsecTunnelConfig-r13

WLAN-IpsecTunnelConfig-r13,





}


WLAN-IpsecTunnelConfig-r13 ::= SEQUENCE {



ipAdress-r13


IpAddress-r13,


….,}
ASN.1 for wlan-DrboverIpsecTunnelInfo-r13
wlan-DrbOverIpsecConInfo-r13



SEQUENCE {


drbToReleaseOverIpsecList-r13
DrbToReleaseOverIpsecList-r13

OPTIONAL,
-- Need ON


drbToAddOverIpsecList-r13

DrbToAddOverIpsecList-r13


OPTIONAL,
-- Need ON
}

DrbToReleaseOverIpsecList-r13 ::=
SEQUENCE (SIZE (1..maxDrb)) OF Drb-Identity
DrbToAddOverIpsecList-r13 ::=


SEQUENCE (SIZE (1..maxDrb)) OF DrbToAddOverIpsec-r13
DrbToAddOverIpsec-r13 ::= SEQUENCE {


drb-Identity
Drb-Identity


spi-value

Integer (256..2147483648)

}
	wlan-DrboverIpsecTunnelInfo field descriptions

	spi-value
Parameter indicates the SPI (Security Payload Index) used in the ESP header for the receiver to identify which DRB to send the IP packet to. 


5.1.1.1 5.3.5.4
Reception of an RRCConnectionReconfiguration including the mobilityControlInfo by the UE (handover)

If the RRCConnectionReconfiguration message includes the mobilityControlInfo and the UE is able to comply with the configuration included in this message, the UE shall:

1>
stop timer T310, if running;
1>
stop timer T312, if running;

1>
start timer T304 with the timer value set to t304, as included in the mobilityControlInfo;

1>
if the carrierFreq is included:

2>
consider the target PCell to be one on the frequency indicated by the carrierFreq with a physical cell identity indicated by the targetPhysCellId;

1>
else:

2>
consider the target PCell to be one on the frequency of the source PCell with a physical cell identity indicated by the targetPhysCellId;

1>
start synchronising to the DL of the target PCell;

NOTE 1:
The UE should perform the handover as soon as possible following the reception of the RRC message triggering the handover, which could be before confirming successful reception (HARQ and ARQ) of this message.

1>
reset MCG MAC and SCG MAC, if configured;
1>
re-establish PDCP for all RBs that are established;

NOTE 2:
The handling of the radio bearers after the successful completion of the PDCP re-establishment, e.g. the re-transmission of unacknowledged PDCP SDUs (as well as the associated status reporting), the handling of the SN and the HFN, is specified in TS 36.323 [8].

1>
re-establish MCG RLC and SCG RLC, if configured, for all RBs that are established;
1>
configure lower layers to consider the SCell(s) other than the PSCell, if configured, to be in deactivated state;
1> indicate to higher layers to release the DRB associated with the drb-Identity using the IPsec tunnel and to initiate the release of the IPsec tunnel [reference SA3 spec];
1>
apply the value of the newUE-Identity as the C-RNTI;

1>
if the RRCConnectionReconfiguration message includes the fullConfig:

2>
perform the radio configuration procedure as specified in section 5.3.5.8;

1>
configure lower layers in accordance with the received radioResourceConfigCommon;

1>
configure lower layers in accordance with any additional fields, not covered in the previous, if included in the received mobilityControlInfo;

1>
if the RRCConnectionReconfiguration message includes the radioResourceConfigDedicated:

2>
perform the radio resource configuration procedure as specified in 5.3.10;

1>
if the keyChangeIndicator received in the securityConfigHO is set to TRUE:

2>
update the KeNB key based on the KASME key taken into use with the latest successful NAS SMC procedure, as specified in TS 33.401 [32];

1>
else:

2>
update the KeNB key based on the current KeNB or the NH, using the nextHopChainingCount value indicated in the securityConfigHO, as specified in TS 33.401 [32];

1>
store the nextHopChainingCount value;

1>
if the securityAlgorithmConfig is included in the securityConfigHO:

2>
derive the KRRCint key associated with the integrityProtAlgorithm, as specified in TS 33.401 [32];

2>
if connected as an RN:

3>
derive the KUPint key associated with the integrityProtAlgorithm, as specified in TS 33.401 [32];

2>
derive the KRRCenc key and the KUPenc key associated with the cipheringAlgorithm, as specified in TS 33.401 [32];
1>
else:

2>
derive the KRRCint key associated with the current integrity algorithm, as specified in TS 33.401 [32];

2>
if connected as an RN:

3>
derive the KUPint key associated with the current integrity algorithm, as specified in TS 33.401 [32];

2>
derive the KRRCenc key and the KUPenc key associated with the current ciphering algorithm, as specified in TS 33.401 [32];

1>
configure lower layers to apply the integrity protection algorithm and the KRRCint key, i.e. the integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
configure lower layers to apply the ciphering algorithm, the KRRCenc key and the KUPenc key, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
if connected as an RN:

2>
configure lower layers to apply the integrity protection algorithm and the KUPint key, for current or subsequently established DRBs that are configured to apply integrity protection, if any;

…
