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1
Introduction
The WID on LTE-WLAN RAN Level Integration supporting legacy WLAN based on RP-151615 was approved in RAN#69. The WID builds on the existing WID on LTE-WLAN integration RP-151022 that was approved in RA#67.

In this contribution, we discuss how to start the work on the IP tunnelling approach for LTE-WLAN operation.
2
WID scope
The WID states the following as its objectives:

	For RAN2, the objectives of the work item are: 

1. Specify RAN and WLAN protocol architecture of LTE-WLAN RAN level integration at the UE and RAN side based on IPsec tunneling above PDCP protocol layer (i.e. PDCP SDU) between eNB and UE over WLAN.
2. Specify RRC enhancements for establishing the tunnel between eNB and UE, including required signalling of parameters to the UE:

· Initiation of WLAN aggregation and the IPsec tunnel establishment at the UE is triggered by the eNB via RRC. 

· (Note: the eNB IP address does not necessarily need to be a publicly routable IP address)

Coordinate with SA working groups in order for SA groups to investigate the impacts of the solution on security and any system aspects. WLAN may be connected to existing CN nodes for security purposes; it is not expected that any new CN nodes are to be defined. 


Based on this, it is easy to observe the following commonalities with the existing LWA/LWI WID:
· The RRM measurement framework specified for LWA/LWI can be fully reused for the IP tunnelling case

· Any RLM that is specified for LWA can be utilized also for the IP tunnelling case.
However, there are some clear differences that need to be handled separately:

· The architecture of the IP tunnelling proposal is different from the LWA case, so a different Stage-2 description is required.
· It is unclear how UL transmissions are done.

· Are multiple IP tunnels setup, i.e. is there one tunnel per bearer, or one tunnel per UE?

· Establishment of IP tunnel and the corresponding parameter exchange via Uu needs to be specified for RRC

· It is unclear whether LWA and the IP tunnel can be established for a single UE

· It is unclear whether the same basic security mechanisms can be used as for LWA

In the following sections, we discuss these aspects and propose how to handle them in the context of the WID.
3
Open issues for the IP tunnelling
3.1
Architecture of the IP tunnelling 

Based on the description of the tunnel being established above PDCP, it appears that the architecture would tend to follow the dual connectivity architecture 2A, as shown below (figure is from TR36.842):
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Figure 1. Dual Connectivity architecture 2A

Since this is a fundamental aspect for the discussion, we would propose RAN2 to first verify whether this is the case.

Proposal 1: RAN2 to confirm that DC architecture 2A is used as the model for the LTE-WLAN aggregation via IP tunnelling.

If our understanding of 2A is correct, it is easy to make the following observation:

Observation 1: Using LWA Architecture 2A requires separate Stage-2 description from the LWA case.

Based on these, we would propose to capture the IP tunnelling architecture in a dedicated section of TS36.300 (i.e. separate from the currently proposed LWA section). However, the section could be subsection of the LWA part.

Proposal 2: Capture the Stage-2 description of IP tunnelling architecture in a dedicated section of TS36.300.

Another observation that can be made from the architecture is UL transmissions: In LWA, so far it has been assumed that all UL transmissions would be routed via LTE since that is always allowed for architecture 2C and 3C. However, with 2A, that is no longer possible so it seems UL would only be possible via the IP tunnel.

Observation 2a: With architecture 2A for LWA, all user-plane uplink transmissions of a bearer using the IPSec tunnel are routed via the tunnel to the eNB.

Just as with LWA, we assume that all SRBs would still be routed via the LTE, i.e. only user-plane traffic can be offloaded to WLAN.
Observation 2b:  All control plane uplink and downlink transmissions are sent only over LTE.

From this observation, an immediate issue arises: How to enforce the uplink UE-AMBR for traffic via the IP tunnel? So far in LTE that has been left up to eNB implementation since eNB has controlled all UL scheduling, but since the eNB has no control over WLAN scheduling, and given the potentially very high data rates of WLAN air interface, there could be issues where the UE is exceeding its uplink UE-AMBR allocation. 

Observation 3: The IP tunnelling approach still requires UE-AMBR enforcement.

The simplest way to fix this would be to ensure the UE respects the Aggregate Maximum Bit Rate e.g. by signalling the UL-AMBR parameter to the UE. Then the UE would be responsible for avoiding overshooting the uplink UE-AMBR. 
Proposal 3: When IP tunnel is established, eNB signals an uplink UE-AMBR limitation to the UE and the UE shall ensure that the uplink UE-AMBR limitation is not exceeded.

3.2
Bearer management for IP tunnel 
Just like with DC and LWA, we assume that the IP tunnelling works by offloading entire bearers, not single packets, since that has been the basic premise of DC. However, this should also be confirmed by RAN2.

Proposal 4: RAN2 to confirm that when IP tunnel is established, only entire bearer can be offloaded to be transmitted via the IP tunnel (i.e. partial bearer offloading is not allowed).

If this is agreed, then it seems that there needs to be a mechanism to configure the bearer differently than is done for the LWA purposes since there is no bearer split or PDCP.

Proposal 5: Bearer configuration for IP tunnelling should be separate from 2C/3C bearer configuration of LWA, i.e. there would be a separate bearer type for the IP tunnelling.
Finally, the clear question is whether the two WLAN aggregation features could be used simultaneously at one UE. For simplicity and to have the best chances of being able to finalize both WIDs on time, we would propose this is not considered in Rel-13. If it is seen useful, it could be discussed in later releases.

Proposal 6: Do not allow both IP tunnelling and LWA for the same UE in Rel-13.

3.3
IPSec tunnel establishment
The establishment of the IPSec tunnel (as per WID description) is the core of the whole work. The obvious questions are as follows:

· Which parameters are needed to be transmitted from eNB to UE for the IPSec tunnel establishment?

· How does eNB know whether and when the IPsec tunnel establishment succeeds or fails?

· How does the E2E security work in case of IPSec tunnel?

For the parameters, we assume that UE would provide eNB with its IP address within the WLAN network, as well as any related capabilities required to establish the tunnel. We also assume that the eNB knows how to establish the tunnel and identify the UE somehow. Further, the eNB also has to provide the used IP address to the UE so that the UE can establish the tunnel.
Proposal 7: UE needs to be identified for the IPSec tunnel establishment. eNB has to provide an IP address to the UE to allow the IPSec tunnel establishment.

As a direct consequence, we envision the procedure working as follows:

1) eNB decides to start IP tunnelling for the UE (based on e.g. WLAN measurements)
2) eNB configures UE to start WLAN association (e.g. in a similar manner as with LWA) and IP tunnel establishment to a specified IP address (that is then routed to the eNB) according to eNB-given (EAP) identifier.
3) The UE informs eNB of the IP tunnel establishment success or failure via WLANStatusIndication message (specified in context of LWA work).

4) eNB starts forwarding traffic via the established IPSec tunnel.
Hence, we propose to use this as the baseline procedure for the procedure of IP tunnel establishment for the WLAN aggregation.
Proposal 8: RAN2 to discuss whether the above procedure should be adopted as baseline for the IP tunnel establishment procedure.
Finally, it is clear that SA3 needs to be consulted on the security aspects, as is already identified in the WID. Therefore, we propose to send LS to SA3 asking whether something additional to IPSec is seen needed.
Proposal 9: Send LS to SA3 asking whether the IPSec security is sufficient as security mechanism for the IP tunnelling.
4
Conclusions
We have discussed the work related to IP tunnelling and observed the following:

Observation 1: Using Architecture 2A for LTE-WLAN operation via IP tunnelling requires Stage-2 description that is separate from the LWA case.

Observation 2a: With architecture 2A for LWA, all user-plane uplink transmissions of a bearer using the IPSec tunnel are routed via the tunnel to the eNB.

Observation 2b:  All control plane uplink and downlink transmissions are sent only over LTE.

Observation 3: The IP tunnelling approach requires UE-AMBR enforcement.

Based on these and the discussion within the paper, we have made the following proposals to progress the work:

Proposal 1: RAN2 to confirm that architecture 2A is used as the model for the LTE-WLAN aggregation via IP tunnelling.

Proposal 2: Capture the Stage-2 description of IP tunnelling architecture in a dedicated section of TS36.300.

Proposal 3: When IP tunnel is established, eNB signals the UL AMBR limitations to the UE and the UE shall ensure they are respected.

Proposal 4: RAN2 to confirm that when IP tunnel is established, only entire bearer can be offloaded to be transmitted via the IP tunnel (i.e. partial bearer offloading is not allowed).

Proposal 5: Bearer configuration for IP tunnelling should be separate from 2C/3C bearer configuration of LWA, i.e. there would be a need for a separate bearer type for the IP tunnelling.

Proposal 6: Do not allow both IP tunnelling and LWA for the same UE in Rel-13.

Proposal 7: UE needs to be identified for the IPSec tunnel establishment. eNB has to provide an IP address to the UE to allow the IPSec tunnel establishment.
Proposal 8: RAN2 to discuss whether the above procedure should be adopted as a baseline for the IP tunnel establishment procedure.

Proposal 9: Send LS to SA3 asking whether the IPSec security is sufficient as security mechanism for the IP tunnelling.
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