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1. Overall Description:

SA3 thanks RAN2 for the LS in S3-151732 (R2-152915). SA3 would like to provide answers to the questions asked in the LS regarding the security of LTE-WLAN aggregation. 
Q1: whether a mechanism allowing WLAN authentication and encryption between the UE and WLAN access for UE utilizing LTE-WLAN aggregation operation based on eNB assistance without the need for connectivity to a CN node (such as AAA) is feasible and to evaluate the security impacts of this mechanism. Such a mechanism should not have any impact to the existing 802.11 specifications.
ANSWER: Yes, such a mechanism is feasible allowing WLAN authentication and encryption between the UE and WLAN access for UE utilizing LTE-WLAN aggregation operation based on eNB assistance without the need for connectivity to CN node and without impact to existing 802.11 specifications.  However, there may be benefits as well as drawbacks for a security solution requiring connectivity to the CN. 
Q2: Whether it would be acceptable from security point of view to not use any WLAN authentication and encryption for a UE utilizing LTE-WLAN aggregation.
ANSWER: It would not be acceptable from security point of view to not use any WLAN authentication for a UE utilizing LTE-WLAN aggregation. 802.11 encryption is not required, but using 802.11 authentication without encryption is currently not allowed as per 802.11 specifications.
SA3 would also like to inform RAN2 that the study of security aspects of LTE-WLAN aggregation is ongoing in SA3.
2. Actions:

To RAN2 group:
ACTION: 
SA3 kindly asks RAN2 group to take into account the above responses. 
3. Date of Next SA3 Meetings:

SA3 Meeting #81
8 - 13 November 2015
Anaheim, US

SA3 Meeting #82
1 – 5 February 2016
Dubrovnik, Croatia
