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In RAN2#108 meeting, RAN2 made the following agreements.
	1	Confirm working assumption on per-DRB DAPS.
2	DRB not configured for DAPS is handled same way as in legacy HO.



However, it is not discussed that how to handle the DRB configured for non-DAPS HO when the DAPS HO failure happens. In this contribution, we show our view on how to handle it and propose the solution. 
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During DAPS HO, the PDCP entity in UE configured for the non-DAPS HO performs the PDCP re-establishment. After that, if the UE is successfully connected to the target cell, the PDCP entity in UE configured for the non-DAPS HO can transmit/receive the packet to/from the target cell.
On the contrary, if the UE is not successfully connected to the target cell, the UE falls back to the source cell. In this case, the UE does not perform the RRC Connection Re-establishment, and the UE can transmit/receive the packet to/from the source cell without the RRC Connection Re-establishment. However, the PDCP entity in UE configured for the non-DAPS HO should not transmit/receive the packet to/from the source cell. This is because the PDCP entity in UE configured for the non-DAPS HO has already applied the security key and algorithm for the target cell. In other words, the de-synchronization of the security key and algorithm can happen between the PDCP entity in the source cell and the PDCP entity in the UE.
Observation 1. The de-synchronization of the security key and algorithm happens between the PDCP entity in source cell and the PDCP entity in the UE when the DAPS HO handover failure happens. 

In order to prevent the de-synchronization of the security key and algorithm, the straightforward solution is that the PDCP entity in UE configured for non-DAPS HO performs the PDCP re-establishment in order to update the security key and algorithm for the source cell when the DAPS HO failure happens. This is because that, in TS38.323, the PDCP entity always performs the PDCP re-establishment to update the security key and algorithm. With this, the de-synchronization of the security key and algorithm can be resolved. 
Proposal 1. When the DAPS HO failure happens, the PDCP entity in UE configured for non-DAPS HO should perform the re-establishment to update the security key and algorithm for the source cell.

Even if proposal 1 is agreeable, RAN2 should consider how to manage the PDCP COUNT value for UM DRBs. 
For AM DRBs, when the PDCP entity is re-established, the PDCP entity maintains the PDCP state variables. On the contrary, for UM DRBs, when the PDCP entity is re-established, the PDCP entity resets all state variables to their initial values. It means that the PDCP COUNT value is maintained only for AM DRBs. In this sense, the PDCP entity for UM DRBs can reuse the same PDCP COUNT value for the security to transmit the PDCP PDU. 
For example, AT T0, the PDCP entity in UE transmits the PDCP PDUs by performing the security using PDCP COUNT 0, 1, 2 to the source cell. AT T1, the UE receives the HO command for DAPS from the source cell, and the PDCP entity configured for non-DAPS HO in UE performs the PDCP re-establishment. After that, the UE tries to connect the target cell by performing the RACH. AT T2, the UE declares the DAPS HO failure and the PDCP entity in UE configured for non-DAPS HO performs the PDCP re-establishment to update the security key and algorithm for source cell. AT T3, the PDCP entity configured for non-DAPS HO in UE transmits the PDCP PDUs by performing the security for source cell using PDCP COUNT 0, 1, 2 to the source cell.




In the above example, the PDCP entity for UM DRBs transmits the PDCP PDUs by performing the security using PDCP COUNT 0, 1, 2 at T0 and T3. We think that this case should be avoided because the security requirement in SA2 is that the reusing of the PDCP COUNT value with same security key should be prohibited. With this reason, if the PDCP COUNT value is likely to wrap around, the UE performs the RRC Connection Re-establishment. 
Observation 2. The reusing of the PDCP COUNT value with same security key should be avoided.

In order to avoid the reusing of the PDCP COUNT value with same security key, the straightforward solution is that the UE stores all PDCP state variables for the PDCP entity configured for non-DAPS HO upon receiving the HO command for DAPS HO. After that, if the UE declares the DAPS HO failure, the UE uses the stored PDCP state variables for the PDCP entity configured for non-DAPS. With this, the reusing of the PDCP COUNT value with same security key can be avoided. 
Proposal 2. For UM DRBs, the UE stores the PDCP state variables configured for non-DAPS HO upon receiving the HO command for DAPS, and the UE uses the stored PDCP state variables for the PDCP entity configured for non-DAPS when the DAPS HO failure happens.
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[bookmark: _Toc450908196][bookmark: _In-sequence_SDU_delivery]In this contribution, we discusses how to handle the DRB configured for non-DAPS HO when the DAPS HO failure happens. Based on the above discussion, we propose followings.
Observation 1. The de-synchronization of the security key and algorithm happens between the PDCP entity in source cell and the PDCP entity in the UE when the DAPS HO handover failure happens. 
Proposal 1. When the DAPS HO failure happens, the PDCP entity in UE configured for non-DAPS HO should perform the re-establishment to update the security key and algorithm for the source cell.
Observation 2. The reusing of the PDCP COUNT value with same security key should be avoided.
Proposal 2. For UM DRBs, the UE stores the PDCP state variables configured for non-DAPS HO upon receiving the HO command for DAPS, and the UE uses the stored PDCP state variables for the PDCP entity configured for non-DAPS when the DAPS HO failure happens.


image1.emf
UE PDCP

Source cell

Target cell

RACH to the target

Decision of DAPS 

HO failure 

Transmit the PDCP PDUs 

with COUNT 0, 1, 2

T0

T1

T2

T3

HO 

command

Transmit the PDCP PDUs 

with COUNT 0, 1, 2


Microsoft_Visio____1.vsdx
UE PDCP
Source cell
Target cell
RACH to the target
Decision of DAPS HO failure
Transmit the PDCP PDUs with COUNT 0, 1, 2
T0
T1
T2
T3
HO command
Transmit the PDCP PDUs with COUNT 0, 1, 2



