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Discussion and Decision
1
Introduction
SA3 sent a reply LS to RAN2 [1] and it is about handling of UE radio network capabilities in 4G and 5G. This paper is to discuss potential RAN2 actions if needed.
2
Discussion
The content of the LS [1] is as below:

Question 1: Is AS security required for UE capability enquiry for NB-IoT CP solution?

Answer: SA3 specified security protection of the RRC UE capability transfer procedure in agreed CR S3-192862. In this CR, the fundamental requirement of the protection of UE capability is that UE supports AS security. However, NB-IoT CP solution devices do not support AS security for UE capability transfer. SA3 is currently studying how to mitigate the effect of unprotected UE capability for such UEs.
Question 2: Is it allowed to send UE capability retrieved without security to other RAN nodes for unauthenticated emergency calls?

Answer: Yes, SA3 has agreed attached CR S3-192862 which states that

“With the exception of unauthenticated emergency calls, if the network had acquired UE capabilities using RRC UE capability transfer procedure before AS security activation, then the network shall not store them locally for later use and shall not send them to other network entities. In that case, the network shall re-run the RRC UE capability transfer procedure after a successful AS SMC procedure.”
For Q1 and the answer, it is still FFS for NB-IoT CP part. So there may be two options on handling it in RAN2:
Option 1: postpone it until SA3 has concluded on solution for NB-IoT CP part

Option 2: try to capture something. At RAN2#108, Intel had a CR [2], and one change is “Apart from UEs supporting only Control plane CIoT EPS optimisation, E-UTRAN should retrieve UE capabilities only after AS security activation.”. We do not think the wording ‘supporting’ is accurate, and instead ‘using’ should be suitable. Here are two examples:

Example 1): If a NB-IoT UE supports both CP optimization and S1-U data transfer, and the UE indicates ‘CP optimization’ as its preference to the MME. Unless we specify something new at the MME, the MME will always use the CP optimization, i.e. user plane and AS security will never be activated. If this is the case, according to the wording ‘supporting’, UE capability will never be retrieved and the UE will be considered as the lowest capable Rel-13 NB-IoT UE always.
Example 2): If a NB-IoT UE supports both CP optimization and S1-U data transfer, and the MME only supports the CP optimization, the CP optimization will be used and AS security will never be activated. If this is the case, according to the wording ‘supporting’, UE capability will never be retrieved and the UE will be considered as the lowest capable Rel-13 NB-IoT UE always.
For Q2 and the answer, SA3 mentions that the network shall not send UE capability received before AS security activation to other network entities, and it can be captured in RAN2 specs.

In summary, either RAN2 can wait for further clarifications from SA3 or RAN2 can try to capture something in RAN2 specs, so it is proposed:

Proposal: Based on the LS from SA3 [1], regarding how to capture them in RAN2, it is proposed:
- (1) postpone it until SA3 has concluded on solution for NB-IoT CP part

- (2) or, if RAN2 is to capture it, one change should be as below:
Apart from UEs using Control plane CIoT EPS optimisation, E-UTRAN should retrieve UE capabilities only after AS security activation. E-UTRAN does not forward capabilities that were retrieved before AS security activation to the CN.

3
Conclusions
In this paper, we discuss security requirement for UE capability enquiry, and it is proposed:
Proposal: Based on the LS from SA3 [1], regarding how to capture them in RAN2, it is proposed:

- (1) postpone it until SA3 has concluded on solution for NB-IoT CP part

- (2) or, if RAN2 is to capture it, one change should be as below:

Apart from UEs using only Control plane CIoT EPS optimisation, E-UTRAN should retrieve UE capabilities only after AS security activation. E-UTRAN does not forward capabilities that were retrieved before AS security activation to the CN.
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