3GPP TSG-RAN WG2 Meeting #105bis
draft2_R2-1905329

Xian, China, 8 – 12 April 2019


Title:
[DRAFT] LS on protection of PC5-RRC messages for sidelink unicast 
communication
Response to:


Release:
Rel-16

Work Item:
5G_V2X_NRSL

Source:
LG Electronics Inc. [to be RAN2] 

To:
SA3

Cc:
SA2

Contact Person:


Name:
Youngdae LEE

Tel. Number:


E-mail Address:
youngdae.lee@lge.com

Send any reply LS to:
3GPP Liaisons Coordinator, mailto:3GPPLiaison@etsi.org 


Attachments:


1. Overall Description:

RAN2 recently agreed to introduce PC5-RRC messages at least for unicast services in NR V2X Sidelink Communication. The PC5-RRC messages are used to exchange at least UE capability and AS-layer configuration on PC5 interface. RAN2 will further discuss details about need for additional information and exchange of PC5-RRC messages between two UEs in unicast. 
It seems worth noting that one-to-one PC5-RRC messages defined for NR sidelink unicast are new AS-level signalling over PC5. In LTE Sidelink, one-to-one PC5-RRC messages are not defined for V2X Communication or ProSe Communication.



RAN2 would like to ask questions shown below to SA3 for our work on PC5-RRC messages and procedures:
Q1: RAN2 would like to ask SA3 whether or not ciphering and integrity protection should be applied to PC5-RRC messages for NR V2X unicast Sidelink Communication
If SA3 decides to support protection of PC5-RRC messages, RAN2 assumes that PDCP layer of NR Sidelink interface performs protection of a PC5-RRC message.
Q2: RAN2 would like to ask SA3 whether or not protection of PC5-RRC messages is performed by PDCP layer of NR PC5 interface, if PC5-RRC messages are protected.






Based on the SA2 decision to proceed based on the ProSe security procedures in TS 33.303, RAN2 understand that the security association established by PC5-S 
can also protect the AS link layer, i.e. there may be no need for separate activation of security at the PC5-RRC layer. Thus, the security procedure defined by upper layer may also set up security for PC5-RRC message and user traffic simultaneously.

Q3: RAN2 would like to ask SA3 whether or not the security association established by PC5-S also protects the AS link layer
 on PC5 interface.

In the meantime, RAN2 is currently discussing whether PC5-RRC messages are initially exchanged between two UEs for unicast during PC5-S link setup, before upper layer security association, or after PC5-S link setup. Thus, we wonder if a PC5-RRC message carrying UE capability or AS configuration can be sent without protection e.g. for initial exchange of PC5-RRC messages. 

Q4: RAN2 would like to ask SA3 whether or not the following PC5-RRC messages can be sent without protection before PC5 security association as in the answer for above Q1

.
a) PC5-RRC message carrying UE Capability
b) PC5-RRC message carrying AS Configuration
In LTE ProSe, same key is used to protect all PC5 bearers between two ProSe UEs, including the logical channel that carries PC5-S messages. Due to the introduction of PC5-RRC for NR Sidelink, 
RAN2 would like to ask SA3 whether PC5-RRC should have its own independent keys or the same keys derived from the security association established by PC5-S protocol
.
Q5: RAN2 would like to ask SA3 whether PC5-RRC should have its own independent keys
 or the same keys with PC5-S
, 
if PC5-RRC messages are protected.

2. Actions:

To SA3 group

ACTION: 

RAN2 respectfully requests SA3 to take the above into account for their work and provide their answers to the above questions for NR V2X Sidelink Communication.

3. Date of Next TSG-RAN2 Meetings:

	3GPPRAN2#106
	OR 
	13 - 17 May 2019   
	Reno, Nevada 
	US

	3GPPRAN2#107
	OR 
	26 - 30 August 2019   
	Prague, Czech Republic
	CZ


I think we are taking about PC5 RRC for SL unicast in this LS. Just to make it clear	


�Shall this paragraph to be moved ahead of all the questions instead of being placed at the end of LS


�This paragraph is now placed here.


I think we are talking about unicast RRC message protection here


Suggest to remove those Uu preliminaries, as SA3 should be clear about these things.


We agree with HW to keep the LS concise as much as possible and remove this part


�These sentences seem duplicated considering the first paragraph.


I would suggest to add this question to clarify and help RAN2 discussion. 


Suggest to remove those Uu preliminaries, as SA3 should be clear about these things.


Agree with HW


What does it mean ‘in the same way’? seems not crystal clear to us. Would it be better to say ‘in the same way as user traffic over PC5 (i.e. whether both of them have ciphering and integrity protections, whether separate keys, etc)





I feel this question is still unclear,, are we after whether they are using the same algorithm to do ciphering and integrity protection?  Maybe this question is not needed. 





�I agree that this question may be not essential for our work. RAN2 will finally know difference between RRC and UP in PC5 at the end.


�This is deleted to address Ericsson’s concern below.


�Samsung’s comment is reflected


�This is added to address Ericsson’s clarification below.


Is this question asking “the same procedure, defined by upper layer, will setup security for PC5-RRC message and user traffic simultaneously”?


�I guess this addition would better explain RAN2 situation related to Q4 suggested by Ericsson.


I would suggest to add this question to clarify and help RAN2 discussion. 


�I think that this question can be clarified so that we could ask whether those messages can be sent unprotected before upper layer security association.


To avoid the mis-understanding that RAN2 is suggesting a NAS-layer protection.


�I propose to remove this because of the updated Q1 	


�What is exactly “keys with PC5-S” This is very ambuiguous. Shall we change this to “keys derived from the security association established by PC5-S protocol ”


�I think what we really want to ask is whether PC5-RRC need to establish its own AS layer security association or just use the SA setup by PC5-S. So, at least we need add “independent” here, if we do not want to rephrase the whole question…


In Q2, it asks if PC5-RRC is protected as user traffic, does this question indicate PC5-S is treated as user traffic?


�I propose to remove the previous Q2.


�Shall this paragraph to be moved ahead of all the questions instead of being placed at the end of LS





