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1	Introduction
In RAN2 #105, there was an agreement shown below that the user consent is required for signaling-based MDT.
For Signaling-based MDT in NR, the user consent is required as in LTE.
This paper discusses on the user consent for area-based MDT in NR.
2	Background
[bookmark: _Ref178064866]MDT in LTE can be classified into Area-based MDT and Signalling-based MDT.
· Area based MDT: MDT data is collected from UEs in a specified area. The area is defined as a list of cells or as a list of tracking/location areas. Area based MDT can be either a logged MDT or Immediate MDT. 
· Signalling based MDT: MDT data is collected from one specific UE. The UE that is participating in the MDT data collection is specified as IMEI(SV) or as IMSI. The signalling based MDT can be either a logged MDT or Immediate MDT. 
Figure 1 below summarizes the classification of the MDT.
Figure 1. MDT classification

2.1 User consent 
For signalling based MDT, OAM shall not initiate MDT towards a particular user unless the user consent is available [1]. 
For area-based MDT, OAM indicates to the RAN whether MDT is allowed to be configured by the RAN for this user considering, e.g. user consent and roaming status, by providing management-based MDT allowed information consisting of the Management Based MDT Allowed indication and optionally the Management Based MDT PLMN List. The management-based MDT allowed information propagates during inter-PLMN handover if the Management Based MDT PLMN List is available and includes the target PLMN.
Collecting the user consent shall be done via customer care process. The user consent information availability shall be considered as part of the subscription data and as such this shall be provisioned to the Home Subscriber Server (HSS) database.

It should also be possible to handle user consent revocation. The process of user consent revocation shall be done also via customer care process and the user consent availability information should be updated in the HSS DB when a user consent revocation happens.

If the user consent revocation happens during an ongoing Trace Session with MDT, it is not required to stop and deactivate the Trace Recording Session, Trace Session respectively immediately i.e. to stop an ongoing Trace Recording Session in case of Immediate MDT. A notification to the management system should be sent and the management system should deactivate the Trace Session.

Figure 2 below shows the example of delivering user consent information in area-based MDT.


Figure 2. Example of delivering user consent information in area-based MDT
2.2 Anonymization of MDT data for area-based MDT in LTE
If the job type in the MDT configuration parameters generated by OAM is either Immediate MDT or Logged MDT or Logged MBSFN MDT or combined Immediate MDT and trace, the anonymization requirements are applicable as described below. 
The Figure 2 shows the example of user consent and anonymization of data configuration during area-based MDT activation and reporting procedures.


Figure 3: Example of user consent and anonymization of data in area-based MDT procedure

The anonymization of MDT data depends on anonymization parameter in the MDT configuration parameters. There are two levels of anonymization:

-	Using IMEI Type Allocation Code (IMEI-TAC).
-	Not sending any identity to the TCE.
If the anonymization parameter value is not known or the anonymization indicates that no identity should be sent to the TCE, the eNB should not send the CELL TRAFFIC TRACE message to the MME. 

If the MDT anonymization requires the IMEI-TAC in the MDT record, eNodeB shall send the Trace Recording Session Reference, Trace Reference, serving cell CGI, and TCE IP address in the CELL TRAFFIC TRACE message to the MME via the S1 connection.

· eNB should send the CELL TRAFFIC TRACE message to the MME and shall put the following in the privacy indicator IE based on job type:
· "immediate MDT" if the job type is "Immediate MDT only" and "Immediate MDT and Trace" 
· "logged MDT" if the job type is "Logged MDT Only"
· "logged MDT" if the job type is "Logged MBSFN MDT" 
Then, MME shall look up of the subscriber identities i.e., IMEI(SV), and send IMEI-TAC together with the Trace Recording Session Reference and Trace Reference to the TCE if the privacy indicator indicates logged MDT or Immediate MDT.
3	Discussion
[bookmark: _Toc509497794]From the background described in Section 2, we have the following observations:
[bookmark: _Toc4136981]In LTE, the user consent information availability is provisioned to the Home Subscriber Server (HSS) database. For area-based MDT, the eNB obtains/updates the user consent information (Management based MDT allowed) from the Initial Context Setup request or Handover request. 
[bookmark: _Toc4136982]Operators collect the user consent which shall be done via customer care process. It should also be possible to handle user consent revocation. Once the user consent revocation happens, the eNB is required to update the user consent information.
Table 1 below shows a comparation of the user consent and data anonymization for the area-based MDT with that for Signaling-based MDT, Accessibility measurement, RLF reporting, and RRC Connection Establishment Failure reporting. 
Table 1: user consent and data anonymization comparation in LTE
	
	Data anonymization 
	User consent (in LTE)
	User consent in Rel-16 (proposed change)

	Area-based MDT


	eNB requests MME to send UE’s IMEI-TAC to TCE.

	Required

	Required


	
	eNB does NOT request MME to send any UE identity to the TCE.
	Required


	Not required 


	Signaling-based MDT
	Sending UE’s IMEI-TAC to TCE.
	Required
	Required

	Accessibility measurement
	Not sending any identity to the TCE.
	Not required
	Not required

	RLF reporting
	Not sending any identity to the TCE.
	Not required
	Not required

	RRC Connection Establishment Failure (RCEF) reporting
	Not sending any identity to the TCE.
	Not required
	Not required



[bookmark: _Toc4136983]For signaling-based MDT in LTE, the UE identity, i.e., IMEI-TAC, shall be sent to the TCE.
[bookmark: _Toc4136984]For signaling-based MDT in LTE, the user consent is required.
[bookmark: _Toc4136985]For accessibility measurement, RLF reporting and RCEF reporting in LTE, the UE identify shall NOT be sent to the TCE.
[bookmark: _Toc4136986]For accessibility measurement, RLF reporting and RCEF reporting in LTE, the user consent is NOT required.
[bookmark: _Toc4136987]For the area-based MDT in LTE, OAM can configure one of the two following options for the anonymization of MDT data: 1. Using IMEI Type Allocation Code (IMEI-TAC); 2. not sending any identity to TCE. 


Figure 4: Illustration of anonymization of MDT data for area-based MDT in LTE

If OAM configures the anonymization of MDT data to be “Using IMEI Type Allocation Code (IMEI-TAC)”, the eNB sends a Cell Trace Traffic message shown in Figure 4 to request MME to send UE identity, IMEI Type Allocation Code (IMEI-TAC), to TCE. The Cell Trace Traffic message, which contains the following fields: Message Type, MME UE S1AP ID, eNB UE S1AP ID, E-UTRAN Trace ID, E-UTRAN CGI, Trace Collection Entity IP Address and Privacy Indicator. The eNB sends the MDT records to TCE. TCE then can combine the MDT records containing Trace Reference (TR) and Trace Recording Session Reference (TRSR) with TAC based on the TR and TRSR.

If OAM configures the anonymization of MDT data to be “not sending any identity to TCE”, MME shall NOT send any UE identity (e.g., IMEI-TAC) to TCE. Therefore, the MDT records stored in TCE does not have any combined UE identities. 

[bookmark: _Toc4136988]If the anonymization of MDT data is “Using IMEI Type Allocation Code (IMEI-TAC)”, eNB requests MME to send Type Allocation Code (TAC) of the UE identity together with Trace Reference (TR) and Trace Recording Session Reference (TRSR) to TCE. The eNB sends MDT records to TCE, which combines the UE TAC and the MDT records.
[bookmark: _Toc4136989]If the anonymization of MDT data is “not sending any identity to TCE”, MME shall NOT send any UE identity (e.g., IMEI-TAC) to TCE. The eNB sends MDT records to TCE. Therefore, the MDT records stored in TCE are not combined with any UE identities. 
[bookmark: _Toc4136990]For the area-based MDT in LTE, the user consent is required regardless of the anonymization options of MDT data.
[bookmark: _Toc4136991]For area-based MDT, RAN nodes need to update the user consent information availability once there is an update/revocation for each UE. 

For the area-based MDT in NR, we propose to include the two types as below:
· The area-based UE-specific MDT: gNB requests AMF to send UE identity (i.e., SUPI/IMEI(SV) or GUTI or C-RNTI) to TCE which combines the MDT data and the UE identity. The user consent is required to obtain and update at the gNB. 
· The area-based anonymization MDT: gNB shall not require AMF to send UE identity to TCE, thereby, the MDT data shall not be combined with any UE identity. The user consent is not required to obtain and update at the gNB. 

Based on the above discussions and observations, we have the following proposals. 

1. [bookmark: _Toc4708182]The area-based UE-specific MDT, i.e., gNB requests AMF to send UE identity (i.e., SUPI/IMEI(SV) or GUTI or C-RNTI) to TCE which combines the MDT data and the UE identity, is supported in NR.
1. [bookmark: _Toc4708183]The user consent information of “Management based MDT allowed” is required for area-based UE-specific MDT in NR. 
1. [bookmark: _Toc4708184]From RAN2 perspective, for area-based UE-specific MDT in NR, gNB is required to obtain/update the user consent information of “Management based MDT allowed”.
1. [bookmark: _Toc4708185]The area-based anonymization MDT, i.e., gNB shall not require AMF to send any UE identity (i.e., SUPI/IMEI(SV) or GUTI or C-RNTI) to TCE, is supported in NR. 
1. [bookmark: _Toc4708186]For area-based anonymization MDT in NR, the MDT data shall not be combined with any UE identity. 
1. [bookmark: _Toc4708187]The user consent information of “Management based MDT allowed” is not required for area-based anonymization MDT in NR. 
1. [bookmark: _Toc4708188]From RAN2 perspective, for area-based anonymization MDT in NR, gNB is not required to obtain/update the user consent information of “Management based MDT allowed”.
1. [bookmark: _Toc4708189]RAN 2 to inform SA3 and SA5 about the area-based anonymization MDT in NR. 
Conclusion
In the previous sections we made the following observations: 
Observation 1	In LTE, the user consent information availability is provisioned to the Home Subscriber Server (HSS) database. For area-based MDT, the eNB obtains/updates the user consent information (Management based MDT allowed) from the Initial Context Setup request or Handover request.
Observation 2	Operators collect the user consent which shall be done via customer care process. It should also be possible to handle user consent revocation. Once the user consent revocation happens, the eNB is required to update the user consent information.
Observation 3	For signaling-based MDT in LTE, the UE identity, i.e., IMEI-TAC, shall be sent to the TCE.
Observation 4	For signaling-based MDT in LTE, the user consent is required.
Observation 5	For accessibility measurement, RLF reporting and RCEF reporting in LTE, the UE identify shall NOT be sent to the TCE.
Observation 6	For accessibility measurement, RLF reporting and RCEF reporting in LTE, the user consent is NOT required.
Observation 7	For the area-based MDT in LTE, OAM can configure one of the two following options for the anonymization of MDT data: 1. Using IMEI Type Allocation Code (IMEI-TAC); 2. not sending any identity to TCE.
Observation 8	If the anonymization of MDT data is “Using IMEI Type Allocation Code (IMEI-TAC)”, eNB requests MME to send Type Allocation Code (TAC) of the UE identity together with Trace Reference (TR) and Trace Recording Session Reference (TRSR) to TCE. The eNB sends MDT records to TCE, which combines the UE TAC and the MDT records.
Observation 9	If the anonymization of MDT data is “not sending any identity to TCE”, MME shall NOT send any UE identity (e.g., IMEI-TAC) to TCE. The eNB sends MDT records to TCE. Therefore, the MDT records stored in TCE are not combined with any UE identities.
Observation 10	For the area-based MDT in LTE, the user consent is required regardless of the anonymization options of MDT data.
Observation 11	For area-based MDT, RAN nodes need to update the user consent information availability once there is an update/revocation for each UE.

Based on the discussion in the previous sections we propose the following:
Proposal 1	The area-based UE-specific MDT, i.e., gNB requests AMF to send UE identity (i.e., SUPI/IMEI(SV) or GUTI or C-RNTI) to TCE which combines the MDT data and the UE identity, is supported in NR.
Proposal 2	The user consent information of “Management based MDT allowed” is required for area-based UE-specific MDT in NR.
Proposal 3	From RAN2 perspective, for area-based UE-specific MDT in NR, gNB is required to obtain/update the user consent information of “Management based MDT allowed”.
Proposal 4	The area-based anonymization MDT, i.e., gNB shall not require AMF to send any UE identity (i.e., SUPI/IMEI(SV) or GUTI or C-RNTI) to TCE, is supported in NR.
Proposal 5	For area-based anonymization MDT in NR, the MDT data shall not be combined with any UE identity.
Proposal 6	The user consent information of “Management based MDT allowed” is not required for area-based anonymization MDT in NR.
Proposal 7	From RAN2 perspective, for area-based anonymization MDT in NR, gNB is not required to obtain/update the user consent information of “Management based MDT allowed”.
Proposal 8	RAN 2 to inform SA3 and SA5 about the area-based anonymization MDT in NR.
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