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[bookmark: _GoBack]Introduction
[bookmark: _Hlk513657944]At the previous meeting the topic of handling of user plane integrity failure was brought up in [1]. In the contribution it was proposed that the UE should send an PDCP status to the network to indication integrity check failures. This paper is analysing the issue and concludes it is sufficient in the Rel-15 if the UE just discards any packets failing integrity verification. 
[bookmark: _Ref178064866]Discussion
According to SA3 LS R2-1809456, SA3 has not security requirement at the moment for the UE to report DRB IP verification failures. Nevertheless, there could be other reasons for such reporting, e.g. to make it easier for the network to see if HFN de-synch has occurred.
[bookmark: _Toc528756862]SA3 sees no security requirements for reporting DRB IP verification failures. 
In our view however HFN de-synch should rare (PDCP SN size could be up to 262144), and most likely especially rare for DRBs using IP integrity protection for the following reasons:
· Bearers configured with IP are typically associated with low bit-rates which few outstanding PDCP PDUs
· DRB IP provides some protection against HFN de-synch since PDCP PDUs with residual bit-errors not detected by lower layers which could be a cause of HFN de-synch is with a very high probability discarded by the IP integrity verification. 
[bookmark: _Toc528756863]HFN de-synch is expected to be rare, in particular for DRBs using IP protection. 
Additionally, 3GPP RAN2 has agreed to support Counter Check procedures which could be used by the network to detect / resolve HFN de-synch issues. E.g. network can use this to detect HFN mismatch, as well as information if the UE has discarded some valid packets. 
[bookmark: _Toc528756864]Counter check procedure could be used to detect / resolve HFN de-synch issues. 
With this is mind there is no strong reasons to add support for UE reporting in Rel-15. The existing behaviour where the UE discards any packets failing integrity protection is enough. 
[bookmark: _Toc528245588]It is enough that the UE discards and DRB packets failing integrity verification in Rel-15. 

Conclusion
In the previous sections we made the following observations: 
Observation 1	SA3 sees no security requirements for reporting DRB IP verification failures.
Observation 2	HFN de-synch is expected to be rare, in particular for DRBs using IP protection.
Observation 3	Counter check procedure could be used to detect / resolve HFN de-synch issues.

Based on the discussion in the previous sections we propose the following:
Proposal 1	It is enough that the UE discards and DRB packets failing integrity verification in Rel-15.
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