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1. Introduction 
RAN2#103bis discussed following architectures:
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Figure 1: (1) Split-bearer architecture






(2) Non split-bearer architecture

And made following agreements:

	=>
Use the protocol stack comparison in this contribution as baseline for further discussions between the split bearer and non-split bearer solutions.

=>
We should discuss the security key aspects more when we discuss the details of the solutions.

=>
Consider how to do reordering in non-split case

=>
FFS whether single or dual RRC (and e.g. whether we have 1 or 2 S1-C connections) is considered (S1-C would affect also RAN3)

=>
FFS how duplication is considered (depending on solution details)


We discuss both options and highlight L2 and security impacts foreseen due to each architecture option.
2. Discussion
Split architecture

In a split architecture, a target cell is configured as SeNB and then SeNB will eventually take the role of MeNB as shown in the figure below:
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UE will start with MCG bearer and KeNB and then split bearer will be configured involving the SeNB. Then split bearer terminated in SeNB will be configured and new security keys need to be derived either based on S-KeNB or KeNB*. Eventually, SeNB will take over the role of MeNB. This will require bearer type change from MCG terminated split bearer to SCG terminated split bearer. However, bearer type change in LTE dual connectivity is performed using SCG Change procedure which would result in reset of L2 entities and, in addition, such bearer type change is not supported currently.

Observation 1: LTE DC does not support bearer type change from MCG terminated split bearer to SCG terminated split bearer. Also bearer type change is performed using SCG Change procedure which would result in reset of L2 entities.

Regarding security key derivation, there are two options for key derivation in this case i.e. use either KeNB* (like handover) or S-KeNB (like in DC). For S-KeNB, it will require generating S-KeNB always in the MeNB (source) even in the case of MCG split bearer. The main difference in key derivation for KeNB and S-KeNB is that cell ID is used as an input parameter for deriving KeNB* whereas a counter is used for deriving the S-KeNB. 
Observation 2: Either KeNB* derivation or S-KeNB derivation for SCG split bearer will be required in the source cell. One of the input parameters for KeNB* derivation is the target Cell ID & Frequency and SCG Counter for the derivation of S-KeNB.

Then, KeNB* can be changed to KeNB after handover and informed to the CN in Path Switch procedure. However, there is no mechanism for S-KeNB to KeNB derivation and also inform the CN. We think SA3 should be consulted on that. 

UE will store single set of keys at a time and use either source or target keys. This may require the information about if the traffic has been encrypted with source or target key. Such indication will be needed for both uplink and downlink traffic. End marker were specified for LTE-WLAN aggregation and may be considered as one of the solutions.
Observation 3: Mechanism similar to end marker will be required if the packet has been encrypted with source or target keys.

Non-split architecture
Two PDCP entities will be used in case of non-split architecture. Our assumption is that at some point source will configure the target cell and also either assist in generating the security context for the target cell or target cell generate by itself. Our assumption is that two separate KeNB keys will be required i.e. one for source cell and one for target cell. Current security architecture allows derivation of a single KeNB from Kasme. The second KeNB may be derived either running a new AKA procedure or modifying the key derivation to derive two KeNBs from Kasme. Alternatively, second KeNB is derived the same way as KeNB* and then converted to KeNB. We think SA3 should be consulted on it.

For UL, UE may send duplicated packets during the transition period until both UE and network settle down with using single set of security keys. 
Observation 4: Derivation of second set of KeNB may require SA3 involvement.

Dual S1-U 

	=>
FFS whether single or dual RRC (and e.g. whether we have 1 or 2 S1-C connections) is considered (S1-C would affect also RAN3)


It was agreed to discuss the need of dual RRC and dual S1-C. We however think that dual S1-U should also be studied in order to reduce the latency in path switch. This, should, however be restricted to few high priority bearers only.
Observation 5: Duplication of S1-U could also reduce latency due to PATH SWITCH and should be studied further.
3. Conclusion
We propose RAN2 to discuss and agree on following observations:
Observation 1: LTE DC does not support bearer type change from MCG terminated split bearer to SCG terminated split bearer. Also bearer type change is performed using SCG Change procedure which would result in reset of L2 entities.

Observation 2: Either KeNB* derivation or S-KeNB derivation for MCG split bearer will be required in the source cell. One of the input parameters for KeNB* derivation is the target Cell ID & Frequency and SCG Counter for the derivation of S-KeNB.
Observation 3: Mechanism similar to end marker will be required if the packet has been encrypted with source or target keys.

Observation 4: Derivation of second set of KeNB may require SA3 involvement.

Observation 5: Duplication of S1-U could also reduce latency due to PATH SWITCH and should be studied further.
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