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1. Overall Description:
RAN2 has recently discussed the reliability aspect of Early Data Transmission (EDT) for Control Plane CIoT EPS Optimizations (CP-EDT) for Rel-13 and Rel-15 eMTC and NB-IoT and observed the following:

1) When the RRC connection is released, the Control Plane Service Request (CPSR) procedure used for transport of user data at NAS layer is considered as successfully completed. In case that no NAS response is provided, the RRC connection is released using RRCEarlyDataComplete without a NAS-PDU. Given lack of AS security as well as absence of integrity protected NAS PDU, the alleged successful completion of the CSPR procedure is lacking any security measures. Hence following aspects are identified:
a. The UE cannot know whether it is accessing to a legitimate network.
b. In light of the above, the UE cannot determine whether its user data was successfully delivered.
c. The UE may need to retry CPSR multiple times to retransmit user data resulting in negative impact on battery life.
2) The RRC connection can also be released without UE receiving any security protected DL messages, neither NAS nor AS, in Rel-13 CP CIoT EPS Optimizations.
RAN2 would like to kindly ask the following questions to SA2, RAN3, and CT1:

1) Is the understanding of RAN2 and the problem described above correct?

2) Is it possible to provide a possibility to ensure a security protected response to the CPSR NAS message containing user data for reliable data transport via the control plane?
2. Actions:

To: SA WG2, RAN WG3, CT WG1 
ACTION: 
RAN2 kindly asks SA2, RAN3, CT1 to respond to questions 1) and 2) above.
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