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1	Introduction
In the recently introduced Rel-15 MO CP-EDT, user data are contained in the Control Plane Service Request (CPSR) NAS message whose NAS PDU is piggybacked in the RRCEarlyDataRequest(-NB) in Msg3 to be delivered to the eNB. The eNB then forwards this UL NAS PDU to the MME in the S1AP Initial UE message procedure. However, the network may immediately release the RRC connection without sending the UE a DL NAS message in response to the CPSR. For example, this happens in case the network has no DL data and thus send the RRCEarlyDataComplete(-NB) without a DL NAS PDU in Msg4 to complete the EDT procedure, i.e., the UE remains in RRC_IDLE mode and the RRC layer indicates upper layers that the RRC connection has been released. This means the data transport using CP-EDT may complete without the UE receiving any security protected response from the network. In other words, in this case, the UE cannot know if it is communicating with a legitimate network and if its user data was successfully delivered to the intended receiver.
There were some relevant agreements from RAN2#100 meeting:
· Msg4, which is agreed to be introduced as the new RRC message, optionally includes a NAS PDU, extendedWaitTime, redirectedCarrierInfo and for eMTC idleModeMobilityControlInfo. No need to include extendedWaitTime-CPdata in this case.
·  Legacy RRCConnectionSetup message is used when the network wants the UE to move to RRC_CONNECTED. The UE assumes that UL data transmission was successful, i.e. up to MME.
This contribution focuses on the reliability aspect of transport of user data using CP-EDT solution. The reliability aspect in UP-EDT was discussed in the previous RAN2 meeting in [1], [2]. This contribution also elaborates the UP-EDT discussion and proposes solutions for capturing relevant agreement/proposals in specifications.
[bookmark: _Ref178064866]2	Discussion
2.1	Reliability in CP-EDT
In CP-EDT, the RRC connection is released in case the network sends the RRCEarlyDataComplete(-NB) without DL data. The connection can also be released in case of EDT fallback to legacy setup procedure, i.e., the UL NAS PDU may be sent in the RRCConnectionSetupComplete(-NB) in Msg5 and the eNB immediately sends the RRCConnectionRelease(-NB) in Msg6. This is possible since both the RRCConnectionSetupComplete(-NB) and the RRCConnectionRelease(-NB) can be sent unprotected before AS security activation (see also Appendix). This type of release (without AS security activation) is hereafter referred to as premature release. Thus, it is possible that the RRC connection is prematurely released without the UE receiving any DL NAS message in response to the CPSR message.

[bookmark: _Ref528343712][bookmark: _Ref528343716][bookmark: _Toc528895371]In CP-EDT, the RRC connection may be prematurely released without the UE receiving any DL NAS message in response to the UL CPSR message containing user data.
Note that the UL CPSR message is security protected at NAS layer with integrity protection and partial ciphering (of the user data part). Thus, only a legitimate network can read the UL data. However, without a need for sending the UE a security protected response to the UL CPSR, a rogue/fake network can prematurely release the RRC connection (see an example in Figure 1). 
[bookmark: _Toc528895372]In CP-EDT, without a need for sending a security protected response to the UE, a rogue network can prematurely release the RRC connection.

[image: ]
[bookmark: _Ref528338695]Figure 1: Example of unreliable transport of UL data in CP-EDT in NB-IoT
In addition, it is specified in TS24.301 (section 5.6.1.4.2) that the UE considers the CPSR procedure as successfully completed if the NAS layer at the UE receives an indication from lower layers at the UE that the RRC connection has been released. Upon successful completion of CPSR, UE shall reset the service request attempt counter, stop the retransmission timer T3417, and enter the state EMM-REGISTERED. The timer T3417 is started when the CPRS message is sent, is then typically stopped when the UE receives a SERVICE ACCEPT or SERVICE REJECT. On expiry of this timer, the UE shall abort the CPSR procedure.
[bookmark: _Toc528895373]In CP-EDT, if the RRC connection is prematurely released, the CPSR procedure is considered as successfully completed.
In case the RRC connection is prematurely released without receiving any DL NAS message and before the NAS retransmission timer T3417 expires, the UE cannot know if it is communicating with and transporting user data to a legitimate network or not. As a result, the UE cannot know whether its user data is successfully delivered to the intended receiver. This also means the UE may need to retry the CPSR procedure multiple times for data retransmissions, resulting in a detrimental effect on UE battery life.
[bookmark: _Toc528895374]In CP-EDT, consequences of the premature release without receiving any protected response in DL include:
1. [bookmark: _Toc528895375]The UE cannot know whether it is accessing to a legitimate network 
2. [bookmark: _Toc528895376]The UE cannot determine whether user data was successfully delivered
3. [bookmark: _Toc528895377]The UE may need to retry CPSR multiple times resulting i negative impact on battery life
We note that the RRC connection can also be prematurely released in case of Rel-13 CIoT EPS control plane optimization (Rel-13 CP solution). This is because both the RRCConnectionSetupComplete(-NB) carrying the CPSR NAS PDU in Msg5 and the RRCConnectionRelease(-NB) in, e.g., Msg6 can be sent prior AS security activation. Thus, the problem described above for CP-EDT also exists in Rel-13 CP solution.
[bookmark: _Toc528895378]The reliability aspect is also seen in Rel-13 CP solution.
2.2	Possible solutions
First, it should be possible to support reliable/persistent transport of user data in Msg3 in EDT, i.e., both CP- and UP-EDT solutions.
[bookmark: _Toc528895379]Reliable/persistent transport of user data in Msg3 should be supported in EDT.
In EDT, to allow for both existing data transfer service without requiring any protected DL response and reliable transfer service, it would be beneficial to be able to configure via (dedicated) signaling on which UL bearer(s) the reliable delivery of user data. For example, in case of MO transport of user data via CP, if data from a bearer configured for reliable transfer is included in Msg3, the UE requires a security protected response. Otherwise, if data from bearer(s) not configured for reliable transfer is included in Msg3, the UE does not need to receive a security protected response.
[bookmark: _Toc525888986][bookmark: _Toc528895380]In EDT, reliable/persistent transport of user data in Msg3 should be configurable per bearer.
For reliable data transport in CP-EDT, we think the UE should only consider its user data successfully delivered to intended receiver if it received a security protected response with successful verification.
[bookmark: _Ref504488826]It is obvious that possible solutions to this problem are mainly outside the scope of RAN2. For example, a straightforward way is to require a security protected NAS message in response. Figure 2 shows an example of reliable transport of UL data with CP-EDT in fallback case. The network (MME) always needs to send a DL protected NAS message in response to the UL CPSR message NAS such as the SERVICE ACCEPT or ESM DATA TRANSPORT irrespective of having DL data or not. This mandatory response can be explicitly indicated by the UE in the CPSR message itself or can be implicitly understood by the MME/eNB upon receiving the UL CPSR/RRCEarlyDataRequest message. It is also possible that the network and the UE calculate and exchange a security token at NAS or RRC layer.
MT EDT is being discussed in Release 16, e.g., [3], [4]. The reliability aspect MT data transport should also be considered in the process of developing Rel-16 MT CP-EDT solution. We think the same principle described in MO CP solutions applies to reliable transport of DL user data in CP-EDT.
It is therefore proposed that RAN2 should discuss and send an LS to other working groups (SA2/CT1/RAN3) asking their verification of the identified problem and how to provide a possibility to ensure a security protected response to the NAS PDU containing user data for reliable data transport via the control plane.
[bookmark: _Toc528895381]RAN2 send an LS to SA2/CT1/RAN3 asking how to provide a possibility to ensure a security protected response to the NAS PDU containing user data for reliable data transport via the control plane.
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[bookmark: _Ref528341872]Figure 2: Example of reliable transport of UL data with CP-EDT in fallback case
2.3	Reliability in UP-EDT
In UP-EDT, it has been agreed in RAN2#103bis that UL data in Msg3 is only considered successfully delivered if the integrity check of RRC message in Msg4 is successful [5]. However, it was not agreed how to capture the agreement in specifications.
Given the DRB data at PDCP can be removed based on the expiry of the discardTimer or upon indication from lower layers (RLC) that the PDCP PDU has been confirmed successfully delivered, there are two aspects to be considered when capturing the agreement above. First, how to start the PDCP discardTimer for UP-EDT DRB SDU at PDCP layer in a proper way. Second, how to ensure user data is not removed in case of integrity check failure of the RRC message in Msg4 even if the lower layer (RLC) indicates that the PDCP PDU has been confirmed successfully delivered, i.e., when receiving an RLC ACK.
We note that there are different cases where the user data in Msg3 should not be considered successfully delivered. These include the cases of reject, fallback to legacy connection setup, Msg3 and/or Msg4 was not successfully received, and failure of integrity check of the RRC message in Msg4. Thus, to avoid removing user data due to the discardTimer expiry in those cases, it is proposed to start the timer when the integrity check of the RRC message is successful. In addition, in case of integrity check failure, the PDCP layer should consider the received DRB SDU (UP-EDT) not been confirmed successfully delivered by the lower layers. 
[bookmark: _Toc528895382]In UP-EDT, for reliable/persistent delivery of user data in Msg3: 
· [bookmark: _Toc528895383]the PDCP discardTimer associated with DRB SDU starts upon successful integrity check of RRC message in Msg4
· [bookmark: _Toc528895384]in case of integrity check failure, the UE’s PDCP layer considers the received DRB SDU not been confirmed successfully delivered by lower layer.
There are two ways of capturing this, i.e., either with changes made only in PDCP layer [2] or changes made in both RRC and PDCP layers [3], [4]. The former requires interaction between the DL data transfer procedure and the UL data transfer procedure, i.e., input of the DL SRB1 PDCP entity (regarding the integrity check) is provided to the UL DRB PDCP entity for the remove/discard function. The latter requires interactions between RRC and PDCP and changes made in the two specifications. We prefer the former approach, as detailed in [2].
[bookmark: _Toc528895385]Capture the agreement about reliable delivery of user data in UP-EDT in PDCP specification
Conclusion
In the previous sections we made the following observations: 
Observation 1	In CP-EDT, the RRC connection may be prematurely released without the UE receiving any DL NAS message in response to the UL CPSR message containing user data.
Observation 2	In CP-EDT, without a need for sending a security protected response to the UE, a rogue network can prematurely release the RRC connection.
Observation 3	In CP-EDT, if the RRC connection is prematurely released, the CPSR procedure is considered as successfully completed.
Observation 4	In CP-EDT, consequences of the premature release without receiving any protected response in DL include:
1.	The UE cannot know whether it is accessing to a legitimate network
2.	The UE cannot determine whether user data was successfully delivered
3.	The UE may need to retry CPSR multiple times resulting i negative impact on battery life
Observation 5	The reliability aspect is also seen in Rel-13 CP solution.

Based on the discussion in the previous sections we propose the following:
Proposal 1	Reliable/persistent transport of user data in Msg3 should be supported in EDT.
Proposal 2	In EDT, reliable/persistent transport of user data in Msg3 should be configurable per bearer.
Proposal 3	RAN2 send an LS to SA2/CT1/RAN3 asking how to provide a possibility to ensure a security protected response to the NAS PDU containing user data for reliable data transport via the control plane.
Proposal 4	In UP-EDT, for reliable/persistent delivery of user data in Msg3:
-	the PDCP discardTimer associated with DRB SDU starts upon successful integrity check of RRC message in Msg4
-	in case of integrity check failure, the UE’s PDCP layer considers the received DRB SDU not been confirmed successfully delivered by lower layer.
Proposal 5	Capture the agreement about reliable delivery of user data in UP-EDT in PDCP specification
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[bookmark: _Toc525857315]Appendix:	Protection of relevant RRC messages (adopted from A.6 TS36.331)
The following list provides information which messages can be sent (unprotected) prior to security activation and which messages can be sent unprotected after security activation. Those messages indicated "-" in "P" column should never be sent unprotected by eNB or UE. Further requirements are defined in the procedural text.
P…Messages that can be sent (unprotected) prior to security activation
A - I…Messages that can be sent without integrity protection after security activation
A - C…Messages that can be sent unciphered after security activation
NA… Message can never be sent after security activation
	Message
	P
	A-I
	A-C
	Comment

	DLInformationTransfer
	+
	-
	-
	

	RRCConnectionRelease
	+
	-
	-
	Justification for P: If the RRC connection only for signalling not requiring DRBs or ciphered messages, or the signalling connection has to be released prematurely, this message is sent as unprotected.
For UP-EDT, the message is only sent after successful security activation.
If redirectedCarrierInfo is set geran, the message is only sent after successful security activation when UE is connected to 5GC.

	RRCConnectionRequest
	+
	NA
	NA
	

	RRCConnectionResume
	-
	-
	+
	When this message is transmitted, security is activated but suspended. Integrity verification is done after the message received by RRC.
For UP-EDT, the message is only sent after successful security activation.
For RRC_INACTIVE state, the message is protected  with both integrity and ciphering.

	RRCConnectionResumeRequest
	-
	-
	+
	This message is not protected by PDCP operation. However, a short MAC-I is included.

	RRCConnectionResumeComplete
	-
	-
	-
	

	RRCConnectionSetup
	+
	NA
	NA
	

	RRCConnectionSetupComplete
	+
	NA
	NA
	

	RRCEarlyDataRequest
	+
	NA
	NA
	

	RRCEarlyDataComplete
	+
	NA
	NA
	

	ULInformationTransfer
	+
	-
	-
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