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1
Introduction
At RAN2#102 meeting, RAN2 sent an LS to RAN3 to ask whether the existing UE consent mechanism can be reused to BT/WLAN measurement collection in MDT.
At RAN2#103bis meeting, we received the reply LS from SA3 [1]. SA3 has identified some potential risk which need to be considered in RAN2. In this paper, we will discuss the potential risk which is identified by SA3 and provide analysis on whether the current specification can satisfy the requirements from SA3. 

2
Discussion


In the reply LS from SA3, SA3 confirmed that the existing user consent mechanism can be reused for WLAN/BT measurement collection.

Besides this, SA3 identified five potential risks which need to be considered by RAN2. We will discuss these potential risks in this section.

1) SA3 requests RAN2 to design this feature to avoid collecting information about neighbouring Bluetooth devices.

During the discussion phase for this feature, RAN2 agreed to introduce an indication to the UEs to collect the intended measurements from the corresponding WLAN APs/Bluetooth beacons, the initial purpose is to reduce the size of report. In our understanding, this can also satisfy the requirements from SA3, i.e. the eNB can configure the WLAN/BT name list to make UE only collect the measurement results from the designated WLAN AP/Bluetooth beacon. Since WLAN/BT name list has been introduced in the latest specification, the operator can always configure these name lists to satisfy the requirement of SA3.
Observation 1: Operator can always configure the WLAN/BT name list to avoid collecting information about neighbouring Bluetooth devices.
2) SA3 requires that the uplink measurement report sent by devices to the network are carried in ciphered, replay protected, and integrity protected message.

Firstly, WLAN/BT measurement results are reported after the activation of AS security.

Secondly, in the current specification, the WLAN/BT measurement results are carried by MeasurementReport or UEInformationResponce for which SRB 1 or SRB 2 is used, since integrity protection and ciphering are used for the control plane data, so it means that the measurement result reporting are integrity protected and ciphered.

Observation 2: The uplink measurement report are ciphered and integrity protected.
3) SA3 requires RAN2 to consider that false measurement reports from the WLAN AP and/or Bluetooth beacon which is deployed by the attacker.

In the current specification, UE need to report the BT address/WLAN identifier to indicate the measurement results from which Bluetooth beacon/WLAN AP, and the BT address/WLAN identifier is unique in the network, the operator can identify the WLAN AP/Bluetooth beacon by using this report and the database which is maintained by operator. If the UE report the measurement results for the WLAN AP/Bluetooth beacon which is deployed by an attacker, actually the operator can distinguish this by implementation and ignore this report.
Observation 3: The operator can distinguish the measurement result from the WLAN AP/Bluetooth beacon which is deployed by an attacker by implementation and ignore this report.
4) SA3 requires that downlink measurement configuration sent by the network to devices containing the WLAN and Bluetooth information are at least in an integrity protected message.

Firstly, WLAN/BT measurement results are reported after the activation of AS security.

Secondly, in the current specification, the WLAN/BT measurement results are carried by RRCConnectionReconfiguration or LoggedMeasurementConfiguration for which SRB 1 is used, since integrity protection is used for the control plane data, so it means that the measurement configuration is integrity protected.

Observation 4: The measurement configuration is integrity protected.
5) SA3 thinks that the measurement reports has certain format which will lead that the user is prone to be traceable by an attacker.

However, in our understanding, the format for measurement reports is not certain, since the size is not constant and the reporting interval is also not fixed.

· For logged MDT, UE reports the measurement results only when it received the UEInformationRequest  message; and for immediate MDT, UE reports the measurement results when it received the RRCConnectionReconfiguration message which include the configuration on WLAN/BT measurement collection and the measurement results available, which means that UE only report the measurement results once and the reporting time is not fixed.

· In the current specification, the maximum number of WLAN APs/Bluetooth beacons to report is 32, however, there may be no so many WLAN APs/Bluetooth beacons which can be searched by the UE, so the number of visible WLAN AP/Bluetooth beacon is not fixed, which will lead that the size of the measurement report is not constant.

· Actually, UE can combine the measurement report with other messages or segment the measurement report if the size is very large, which also means that the size of  the measurement report is not fixed.
Observation 5: The format of measurement report is not certain, including the report interval and the size of the report.
 Based on the analysis above, we think the current specification can satisfy the requirements of SA3.
Observation 6: The current specification can satisfy the requirements of SA3.
3
Conclusion
In this paper, we have discussed the potential risks which are identified by SA3 and provided analysis on whether the current specification can satisfy the requirements of SA3, and we have the following observations.
Observation 1: Operator can always configure the WLAN/BT name list to avoid collecting information about neighbouring Bluetooth devices.

Observation 2: The uplink measurement report are ciphered and integrity protected.
Observation 3: The operator can distinguish the measurement result from the WLAN AP/Bluetooth beacon which is deployed by an attacker by implementation and ignore this report.
Observation 4: The measurement configuration is integrity protected.
Observation 5: The format of measurement report is not certain, including the report interval and the size of the report.
Observation 6: The current specification can satisfy the requirements of SA3.
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