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1. Overall Description:

RAN2 have discussed integrity protection of DRBs and the granularity of the protection within a PDU session.  The discussion has touched on the interpretation of the following requirement from TS 33.501 (section 6.6.1):
“The UP security policy shall be used to activate UP confidentiality and/or UP integrity for all DRBs belonging to the PDU session.”
RAN2 are uncertain if this requirement should be read to imply that all DRBs belonging to the PDU session must have the same setting, particularly in the case of the “preferred” value for security policy.

For instance, in case the policy for integrity protection on DRBs for a particular PDU session is “preferred”, RAN2 wish to understand if the gNB would have the discretion to activate integrity protection on some DRBs and not others (e.g., if necessary to comply with a limited capability by the UE to process integrity-protected data).
In such a scenario, if the gNB is not able to activate integrity protection selectively on a subset of the DRBs of the PDU session, it would need to operate all the DRBs of that PDU session without integrity protection, in order to avoid exceeding the UE’s capabilities.  RAN2 understand that this would be compliant with the “preferred” security policy, but are unsure whether it is the desired outcome.

2. Actions:
To SA3:
ACTION: 
RAN2 respectfully ask SA3 to indicate if all DRBs belonging to a PDU session are required to have the same settings for UP confidentiality and/or UP integrity protection.
3. Date of Next TSG-RAN WG2 Meetings:

RAN2#104

12-16 November 2018


Spokane, Washington, US
RAN2#105

25 February-1 March 2019

Athens, GR
