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Introduction
In RAN2#99bis, the following agreements were made regarding security in EN-DC:
Agreements
1:	Include SCG-Counter in LTE RRCConnectionReconfiguration. Rename this to SK-counter.
2	Indicate explicitly or implicitly at the RadioBearerConfig level if the bearers in this container are using KeNB or S-KgNB (one indication per RadioBearerConfig container and not one per bearer)
3	Adopt following signalling solution for algorithms: a) Algorithms for the bearers using KeNB and LTE PDCP: use securityConfigHO, b) Algorithms for the bearers using KeNB and NR PDCP: use new signalling in RadioBearerConfig (however, the algorithm should be same as in securityConfigHO) and c) Algorithms for the bearers using S-KgNB and NR PDCP: use new signalling in RadioBearerConfig. New signalling applies to all bearers in RadioBearerConfig.
3i	Case a and b can configure LTE algorithms, and case c can configure NR algorithms
(This is for Rel-15 and may be re-discussed in future releases)

This contribution is addressing the topic of configuration of security algorithms for EN-DC when using NR PDCP. 
Discussion
SA3 has agreed to define new NR algorithms for encryption (NEA0, 128-NEA1, 128-NEA2, 128-NEA3) and integrity protection (128-NIA1, 128-NIA2, 128-NIA3). These algorithms are however identical (see 33.501 Annex D) to the existing LTE algorithms called 128-EEA1, 128-EIA1 etc.
In NR RRC for EN-DC, it is proposed to use an NR namespace for these algorithms e.g. nia1, nea1. 
[bookmark: _Toc498340791][bookmark: _Toc498540072][bookmark: _Toc498635281]NR RRC should use the NR namespace (e.g. nia1, nea1) for configuring the security algorithms for all radio bearers configured with NR PDCP.
At the last meeting it was agreed that LTE algorithms shall be used for bearers configured with KeNB, signalling wise however it is still assumed that the NR RRC signals these algorithms using NR namespace but then there is a restriction that the network is only allowed to configure NR algorithms which have an identical LTE algorithm in LTE Rel-15.
Additionally, it is assumed that the agreements above mean that in Rel-15 the same algorithm shall be used for all bearers terminated in the same network node. For this reason, the NR algorithms configured for bearers using NR PDCP shall be the same as the LTE algorithms configured for SRB1 regardless which PDCP version is used. 
[bookmark: _Toc498340792][bookmark: _Toc498540073][bookmark: _Toc498635282]The NR algorithm configured for bearers using NR PDCP and KeNB is restricted to algorithms which have an identical LTE algorithm and shall be the same as the algorithm configured for SRB1.
[bookmark: _Toc498340793][bookmark: _Toc498540074][bookmark: _Toc498635283]The text proposal below adding NR algorithms to 38.331 should be agreed.
Summary
Proposal 1	NR RRC should use the NR namespace (e.g. nia1, nea1) for configuring the security algorithms for all radio bearers configured with NR PDCP.
Proposal 2	The NR algorithm configured for bearers using NR PDCP and KeNB is restricted to algorithms which have an identical LTE algorithm and shall be the same as the algorithm configured for SRB1.
Proposal 3	The text proposal below adding NR algorithms to 38.331 should be agreed.

Text proposal to 38.331
START OF CHANGES
[bookmark: _Toc494150107]–	SecurityAlgorithmConfig
The IE SecurityAlgorithmConfig is used to configure AS integrity protection algorithm (SRBs) and AS ciphering algorithm (SRBs and DRBs).
SecurityAlgorithmConfig information element
-- ASN1STA

SecurityAlgorithmConfig ::=			SEQUENCE {
	cipheringAlgorithm					CipheringAlgorithm,
	integrityProtAlgorithm				IntegrityProtAlgorithm

}

IntegrityProtAlgorithm ::=			ENUMERATED {
											nia0, nia1, nia2, nia3, spare4, spare3,
											spare2, spare1, ...}

CipheringAlgorithm ::=				ENUMERATED {
											nea0, nea1, nea2, nea3, spare4, spare3,
											spare2, spare1, ...}

-- ASN1STOP


	SecurityAlgorithmConfig field descriptions

	cipheringAlgorithm
Indicates the ciphering algorithm to be used for SRBs and DRBs, as specified in TS 33.501 [X]. The algorithms nea0-nea3 are identical to the LTE algorithms eea0-3. For EN-DC the algorithms configured for bearers using KeNB shall be the same as for all bearers using KeNB.

	integrityProtAlgorithm
For EN-DC this IE indicates the integrity protection algorithm to be used for SRBs, as specified in TS 33.501 [X]. The algorithms nia0-nia3 is identical to the LTE algorithms eia0-3. For EN-DC the algorithms configured for SRBs using KeNB shall be the same as for all SRBs using KeNB.


END OF CHANGES
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