3GPP RAN WG2 Meeting #100
R2-1712792
Reno, USA, November 27th – December 1st 2017
(Revision of R2-1710667)
Agenda Item:
10.4.1.7.5
Source:
InterDigital Inc.
Title:
Security Aspects of Connection Control
Document for:
Discussion, Decision

1 Introduction

In RAN2 #98, the following agreements were made related to Connection Control [1]:

Agreements:

1
The RRC state transition from CONNECTED to IDLE follows one step procedure (e.g. release).

2
The RRC state transition from CONNECTED to INACTIVE follows one step procedure 
3
As a baseline, RRC state transition from INACTIVE to CONNECTED follows three-step procedure (e.g. request, response, complete). (3 steps from the Request message, i.e. not including any paging). Continue to discuss a 2 step procedure for the state transition if it can be used for all cases

4
As a baseline, network initiated RRC state transition from INACTIVE to IDLE follows INACTIVE to CONNECTED and then CONNECTED to IDLE. 

Agreements for the case that the UE wants to transition from INACTIVE to CONNECTED

1
Initial UE RRC message from RRC_INACTIVE (e.g. MSG3) should be sent on SRB0

2
In case the RAN is successful in retrieving and verifying the UE context, MSG4 should be integrity protected and sent on SRB1

3
RAN2 aim that in case the RAN is successful in retrieving and verifying the UE context, MSG4 should be ciphered and sent on SRB1

FFS Whether there may be cases where message where the MSG4 cannot be ciphered.

4
If the UE received a resume message on MSG4 on SRB1 then the UE enters RRC Connected.

4a
If the UE received a message suspending the UE on MSG4 on SRB1 then the UE remains in RRC Inactive.

FFS In case the RAN is not successful in retrieving or verifying the UE context, MSG4 (can be at least be a message that requests the UE to trigger a new connection) will be sent on SRB0

FFS Whether MSG 4 can be a reject to idle. 

FFS When the UE receives in MSG4 on SRB0 then the UE releases at least the AS security context and UE NAS layer should be informed.

In RAN2 #98, the following agreements were made [2]:

Agreements

1.
For IDLE to CONNECTED RRC transition, a 3-step RRC procedure is used.

2.
For IDLE to CONNECTED RRC transition, RRC Connection Request kind of message is sent over SRB0 carried by RACH MSG3.

3.
For a failure to establish an RRC connection (e.g. due to congestion conditions) RRC Connection Reject kind of message is sent over SRB0 carried by RACH MSG4.

4
For a successful establishment of an RRC connection during the IDLE to CONNECTED RRC transition, RRC Connection Setup kind of message is sent over SRB0 carried by RACH MSG4.

5
For a successful establishment of an RRC connection during the IDLE to CONNECTED RRC transition, RRC Connection Setup Complete kind of message is sent over SRB1 carried by MSG5.

6
RRC Connection Request kind of message includes UE identity and establishment cause.

6.1
Some form of relation is foreseen between the access categories and establishment causes; details are FFS.

FFS if MSG3 also could also include other information e.g. NAS message, 5G CN node selection, UE capability of supporting high frequency, the access category indicating a type of services or other information sent over MSG5.

7.
RRC Connection Reject kind of message includes the wait time.

FFS redirect information 

FFS Value range of wait time.

FFS Whether to include frequency/RAT deprioritisation information.

8
RRC Connection Setup kind of message includes dedicated radio resource configuration for SRB1.

9.
RRC Connection Setup Complete kind of message includes 5CN node selection information and dedicated NAS PDU (except if they were sent in MSG3 in the case that the FFS from Proposal 6.2.1 were to be agreed).

10.For CONNECTED to IDLE RRC transition, the RRC Connection Release kind of message is used and is sent over SRB1

FFS whether the same RRC message is used for the RRC transition from CONNECTED to IDLE and from CONNECTED to INACTIVE.

11.
RRC Connection Release kind of message can include release cause information, redirect carrier frequency and idle mode mobility control information.

12.
For INACTIVE to CONNECTED RRC transition, RRC Connection Resume Request kind of message is sent over SRB0 carried by RACH MSG3.

FFS whether to have a common message/procedure for INACTIVE to CONNECTED RRC transition, RAN location area update (RLAU), re-establishment and for IDLE to CONNECTED transition.

13.
For INACTIVE to CONNECTED RRC transition, when RAN successfully retrieves and verifies the UE context, RRC Connection Resume kind of message is sent over SRB1 carried by RACH MSG4 with at least integrity protection to resume the RRC connection and, if required, dedicated radio resource configuration.

FFS NR security framework for INACTIVE UEs.

15.
For INACTIVE to CONNECTED RRC transition, when RAN successfully retrieves and verifies the UE context, MSG5 is RRC Connection Resume Complete kind of message over SRB1.

FFS whether this MSG5 can be omitted in some case

16.
For INACTIVE to CONNECTED RRC transition, when RAN cannot successfully retrieve and verify the UE context, RRC Connection Setup kind of message (same as used in agreement 8) is sent over SRB0 (which would enable a fallback to establish a new RRC connection similar to Rel-13 LTE).

17.1.
For case described 16, the UE releases the AS security context, as well as, AS context related configurations kept while in INACTIVE.

17.2.
For case described 16, the UE AS informs the UE NAS of a fallback to establish a new RRC connection due to a failure while resuming resulting in a NAS Service Request message to establish a new connection.

21.
RRC Connection Resume Request kind of message includes UE identity (or UE context identity), establishment (or resume) cause information and UE's security information (e.g. authentication token).

FFS if MSG3 also could also include other information

22.
RRC Connection Resume kind of message can optionally include the dedicated radio resource configuration 

FFS: Whether RRC Connection Resume Complete includes NAS PDU, 5CN node selection information (e.g. selected PLMN identity or NSSAI)

26
For CONNECTED to INACTIVE RRC transition, a RRC Connection Release kind of message is used and is sent over SRB1 (as described in proposal 10).

27
For CONNECTED to INACTIVE RRC transition, the RRC Connection Release kind of message includes (a) the same information as listed in proposal 11 (i.e. cause information, redirect carrier frequency and mobility control information), and can include (b) UE identity (or UE context identity), and optionally (c) suspension/inactivation indication (FFS if implicitly or explicitly), (d) RAN configured DRX cycle, (e) RAN periodic notification timer, and (f) RAN notification area.

29.
In the following cases the UE releases the UE context, UE AS informs UE NAS

29.1.
Case (b) upon failure of resume procedure (including the RAN update case);

FFS Whether this applies in all cases of failure of resume procedure

29.2.
Case (d) upon reselecting to other RAT; 

29.3.
Case (e) upon reception of CN initiating paging; 

In this contribution, we discuss remaining aspects of security in Connection Control.
2 Security in INACTIVE to CONNECTED Transition
In RRC_CONNECTED, it was agreed to support two modes of HO for NR: with or without key change.  The HO mode to be applied by the UE would be determined by appropriate NW signalling and would be determined based on whether the PDCP anchor point is changed when moving to the target cell.  In RRC_INACTIVE, the UE performs UE-based mobility and can autonomously change the gNB on which it is camped.  If the change in node results in a change in the PDCP anchor point, the UE should derive new keys for integrity protection and ciphering once it transitions to RRC_CONNECTED.  However, in case of “resume” to the same node where the PDCP anchor point is not changed, there is no specific need to change keys.  

During resume operation in LTE, a key change was always performed by the UE, regardless of whether the resume occurred to the same or different node.  However, given the support for HO without key change in NR, we think the possibility to perform a “resume” operation, at least to the same cell, whereby the UE does not need to change or refresh the key should also be possible.  As a baseline, the support for a “resume” operation performed to the same cell should not require the UE to derive a new key, and should be straightforward to specify without the need for broadcast NW signaling.  Finally, if the NW decides to refresh the UEs keys (even in the case of “resume” to the same cell) it can indicate this during the state transition signalling (e.g. MSG4).  
Proposal 1:
A UE can transition from RRC_INACTIVE to RRC_CONNECTED without key change if the transition occurs to the same cell the UE was previously connected.  FFS if state transition without key change is allowed to other cells and how this is signaled.
Proposal 2:
A UE may be requested by the NW to perform a key change/key update during the transition from RRC_INACTIVE to RRC_CONNECTED.

In RAN2#98, RAN2 agreed to aim to cipher MSG4 of the procedure for transition from RRC_INACTIVE to RRC_CONNECTED.  This has the added security benefit of ciphering the dedicated radio resource configuration that can be provided during the state transition.  It is also better aligned with the reconfiguration that occurs even in LTE today in RRC_CONNECTED, since such reconfiguration is performed over SRB1 and is ciphered and integrity protected.
From the UE point of view, receiving MSG4 ciphered requires the UE to generate the new key prior to decoding MSG4.  A number of ways to do this have been discussed in [4] .   In addition, two main methods for providing the NCC parameter to the UE for key derivation have been discussed in RAN2:

1. Option 1: Providing NCC in MSG4 of the state transition procedure (similar to suspend/resume in LTE)

2. Option 2: Providing NCC during the state transition from RRC_CONNECTED to RRC_INACTIVE
In either solution for the NCC, it is feasible to decode MSG4 ciphered using the new key.  For example, in solution 1, the NCC could be sent in an unciphered part of MSG4, or in another message (separate from the dedicated radio configuration).  

Observation 1:
It is possible for the UE to receive and decode dedicated radio configuration in MSG4 ciphered with the new security key regardless of how the NCC is handled.

From the network side, it has been mentioned by some companies that it is possible in some cases that the new gNB (to which the UE performs the “resume”) does not support the same security algorithms as the old gNB.  This is, however, a rare case for the scenario where the two gNBs are in the same tracking area and can be handled by an exception procedure (e.g. the NW sending an RRCConnectionSetup on SRB0 to the UE and forcing it to re-establish a new security context).  As a result, we think the UE should always expect MSG4 both integrity protected and ciphered when the network is able to fetch the UE context and update the security keys.  
Proposal 3:
During state transition from RRC_INACTIVE to RRC_CONNECTED, when MSG4 is sent on SRB1, it is always sent integrity protected and ciphered.
In LTE, key generation during the suspend/resume is controlled by the parameters NH and NCC[3].  Specifically, when suspending the UE, the eNB first informs the MME via an “S1-AP UE Context Suspend Request” message, and may receive a fresh {NH, NCC} from the MME in response.  When a fresh {NH, NCC} is obtained, the UE and eNB should perform vertical key derivation at the next resume operation, otherwise, horizontal key derivation is performed.  The UE determines this by comparing the NCC value in RRCConnectionResume message with its own stored NCC.  When a UE performs a resume to an eNB (target eNB) that is different than eNB that suspended it (source eNB), the source eNB performs integrity check of MSG3, generates the new key, and sends the new key and NCC used to derived it to the target during context retrieval.  The NCC is provided to the UE in MSG4 so it can derive the new key.

Some aspects of the above security architecture may change for NR when considering the transition from RRC_INACTIVE to RRC_CONNECTED, since RRC_INACTIVE is characterized by the UE being in connected mode from the core network perspective.  However, it would still be expected that the management and refresh of {NH,NCC} is performed by the core network as in LTE.  As a result, the basic signalling and key update for suspend/resume in LTE can be re-used for state transition from RRC_INACTIVE to RRC_CONNECTED.  Furthermore, since the new NCC parameter in the LTE baseline is already available to the source eNB at the time the UE is suspended, having a solution for NR where the NCC is provided to the UE in the “suspend” from RRC_CONNECTED to RRC_INACTIVE would not affect the above security baseline.  

Observation 2:
In both key update options for RRC_INACTIVE (NCC provided in suspend or during “resume”), the following LTE security aspects of suspend/resume can be re-used for NR:

· {NH, NCC} is obtained by the eNB from the MME 
· {NH, NCC} used during the next resume procedure is obtained by the eNB when the UE is suspended.

· Source eNB generates and provides the new key to the target gNB using target cell ID

Providing the NCC during the transition from RRC_CONNECTED to RRC_INACTIVE has some distinct benefits.  Firstly, the UE can derive/pre-compute the new security keys earlier, rather than having to wait for reception of MSG4, and ciphering may be started on the new data earlier.  In addition, if we later decide to support data transmission in RRC_INACTIVE, data transmission latency for RRC_INACTIVE UEs will be reduced with such an approach.  

As a second benefit, the UE state transition procedure is simplified since the new key is already available prior to the state transition and the UE can simply decode the entire MSG4 using this new key, instead of having to extract NCC for a portion of MSG4 or a separate message prior to decoding the remainder with the new key.  
Finally, since the message “suspending” the UE from RRC_CONNECTED to RRC_INACTIVE has been agreed to be sent over SRB1, providing the NCC at this stage allows the NCC itself to be ciphered, which is more secure that providing it unciphered in MSG4 (as is the case in LTE today). 

The main drawback of providing NCC in the RRC_CONNECTED to RRC_INACTIVE state transition is that there could be cases (e.g. UE moves from RRC_INACTIVE to RRC_IDLE) where the NCC parameter provided by the NW is never used by the UE.  However, this is not a security risk and results only in the inclusion of an additional parameter in NW signalling which is not used in some rare cases.  We therefore believe that providing the NCC parameter in the transition to RRC_INACTIVE is a better solution for NR.
Proposal 4:
An NCC parameter is provided to the UE during the transition from RRC_CONNECTED to RRC_INACTIVE.  

In LTE suspend/resume, because the NCC is provided in MSG4, the UE uses the old key to generate the authentication token included in MSG3.  For the case where the NCC is provided prior to the “resume”, this new key could potentially be used to derive also the MAC-I included by the UE in MSG3.  We think using the new key would be beneficial since it does not require the UE to store and use both the old and new keys during the transition from RRC_INACTIVE to RRC_CONNECTED.  It would also be beneficial when data transmission in RRC_INACTIVE is supported, since the small data transmissions could be sent in MSG3 and already ciphered with the new key.  If the MAC-I is generated with the new key, integrity checking performed by the source gNB would also have to be performed using the new key.  This results in the use of the same key (at least temporarily) in two different gNBs.  We do not believe this is a security issue, however, since the source gNB is the one that generates the new key, and is utilizing it in this case only for authentication of the UE during context fetch.  Therefore, transmission of ciphered data from the source gNB using the new key never occurs. 

Proposal 5:
The UE authentication token (MAC-I) included in MSG3 is generated using the new key (derived from NCC provided in the transition to RRC_INACTIVE)
Following transmission of MSG3 by the UE, if the source gNB successfully identifies the UE context, it then generates and sends the new key (along with the NCC) to the target gNB.  At this point, the target gNB can immediately integrity protect and cipher MSG4 using the new key before sending it to the UE.  The UE will therefore use the new keys derived from the NCC (when it was last moved to RRC_INACTIVE) to integrity check and decipher MSG4.
Proposal 6:
The UE uses the new keys (derived from NCC provided in the transition to RRC_INACTIVE) to decipher and integrity check MSG4.  

As in LTE suspend/resume, MSG5 of the transition from RRC_INACTIVE to RRC_CONNECTED should be sent both integrity protected and ciphered.  As discussed in our companion contribution [5], we believe that MSG5 should be transmitted at least for the state transition case.  

Proposal 7:
The UE uses the new key to integrity protect and cipher MSG5.  

Given a different method to provide NCC to the UE is used for RRC_INACTIVE compared to suspend/resume and light connected in LTE, SA3 should be informed of any agreements on security.

Proposal 8:
Send LS to SA3 to inform them of decisions made by RAN2. 

3 Conclusion

In this contribution the following observations we made related to security aspects of connection control:

Observation 1:
It is possible for the UE to receive and decode dedicated radio configuration in MSG4 ciphered with the new security key regardless of the security architecture (i.e. NCC handling) used.

Observation 2:
In both key update options for RRC_INACTIVE (NCC provided in suspend or during “resume”), the following LTE security aspects of suspend/resume can be re-used for NR:

· {NH, NCC} is obtained by the eNB from the MME 

· {NH, NCC} used during the next resume procedure is obtained by the eNB when the UE is suspended.

· Source eNB generates and provides the new key to the target gNB using target cell ID

Based on the above observations, the following conclusions have been made.

Proposal 1:
A UE can transition from RRC_INACTIVE to RRC_CONNECTED without key change if the transition occurs to the same cell the UE was previously connected.  FFS if state transition without key change is allowed to other cells and how this is signaled.

Proposal 2:
A UE may be requested by the NW to perform a key change/key update during the transition from RRC_INACTIVE to RRC_CONNECTED.

Proposal 3:
During state transition from RRC_INACTIVE to RRC_CONNECTED, when MSG4 is sent on SRB1, it is always sent integrity protected and ciphered.

Proposal 4:
An NCC parameter is provided to the UE during the transition from RRC_CONNECTED to RRC_INACTIVE.  

Proposal 5:
The UE authentication token (MAC-I) included in MSG3 is generated using the new key (derived from NCC provided in the transition to RRC_INACTIVE)

Proposal 6:
The UE uses the new keys (deroved from NCC provided in the transition to RRC_INACTIVE) to decipher and integrity check MSG4.  

Proposal 7:
The UE uses the new key to integrity protect and cipher MSG5.  

Proposal 8:
Send LS to SA3 to inform them of decisions made by RAN2. 
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