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1 Introduction

In RAN2#99bis Prague meeting, RAN2 approved the LS [1] to inform SA3 and SA2 about the following RAN2 consensus:

--- begin quote from [1] ---

Support of data integrity for user plane over Uu interface causes 
1) additional OTA overhead and impacts UE and system throughput performance; and 

2) increased need for computation in both UE and network.

According to the context in the SA3 specifications, our understanding is that the data integrity protection for user plane data is intended for IoT use case where data throughput is low. On the other hand, for the high data rate use case, such as the regular eMBB scenario, performing data integrity protection for each PDCP SDU is quite costly in terms of processing.
Therefore, RAN2 sees a need to limit the use-cases of the user plan integrity protection only for DRB, whose traffic is of low data rate (such as IoT application but not for eMBB).
Please note that there is consensus at RAN plenary that features with hardware impact need to be completed by December 2017.
--- end quote from [1] ---

As the LS mentioned, there is a need to finalize the hardware requirement by December 2017 so this contribution aims to clarify the user plane integrity protection requirement.
2 Discussion

 In RAN2#99bis Prague meeting, the usage of integrity protection was discussed based on a RAN2 contribution [2]. At that time, RAN2 reached a consensus that the user plane integrity protection should be used only for the DRBs, whose traffic is of low data. However, RAN2 could not make any RAN2 agreement but decided to approve an LS capturing the consensus and send the LS to SA3 and SA2 [1].
 Assuming the LS drives SA2/SA3 to design their user plane integrity protection activation/deactivation procedure according to the RAN2 input, RAN2 still has to finalize the hardware requirement by December 2017.

Considering the maximum throughput of the user plane integrity protected data, as mentioned above, RAN2 confirmed that the main use-case of the user plane integrity protection would be IoT. The current typical GPRS IoT devices support only GMSK modulation and so they support up to 17.6kbps (see TS44.060 subclause 10.3a [3]). Therefore, it seems reasonable to limit the user plane integrity protected data rate up to 64 kbps per direction.
We consider user plane integrity protection on a DRB as impacting hardware; thus we would like closure with the following proposal: 
Proposal 1: Clarify that the aggregate data rate of user plane integrity protected data per direction will not exceed 64 kbps in RAN2 specification

The TP based on the above proposal is provided in the Annex of this document and we propose:
Proposal 2: Agree on the TP proposed below.
3 Summary
In this contribution, we have following proposals:
Proposal 1: Clarify that the aggregate data rate of user plane integrity protected data per direction will not exceed 64 kbps in RAN2 specification

Proposal 2: Agree on the TP proposed below.
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5 Annex – Text Proposal for the usage of user plane integrity protection for 38.300
13.1
Overview and Principles

The following principles apply to NR connected to 5GC security, see 3GPP TS 33.501 [5]:

-
For user data (DRBs), ciphering and integrity protection. The aggregate data rate of user plane integrity protected data in either uplink or downlink direction will not exceed 64 kbps;
-
For RRC signalling (SRBs), ciphering and integrity protection;

NOTE:
Ciphering and integrity protections are optionally configured except for RRC signalling for which integrity protection is always configured. Integrity protection can be configured per DRB.

FFS whether possible exceptions are possible (SA3).

-
For key management and data handling, any entity processing cleartext shall be protected from physical attacks and located in a secure environment;

-
After connection establishment, enabling or disabling integrity protection on a DRB requires a handover.

