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1
Introduction
Following Security key related agreements were made in the previous RAN2 meetings:

In EN-DC, for bearers configured with NR PDCP the network configures the UE with either KeNB or S-KgNB”.
Indicate explicitly or implicitly at the RadioBearerConfig level if the bearers in this container are using KeNB or S-KgNB (one indication per RadioBearerConfig container and not one per bearer)

This would mean that some MCG Bearer(s) can be configured with KeNB and some other MCG Bearer(s) can be configured with S-KgNB derived at the same PDCP termination point using sk-counter (for DRBs using NR PDCP). This as such is not a problem but there could be ensuing inefficiencies or security issues when a SCG bearer or a SCG-Split bearer is to be added next. This document shows the problem and a possible way forward.
2
Discussion
SA3 security requirement forbids the use of same security key in more than a single network node and therefore for handover or for dual connectivity etc. each node has its own unique key which respects forward security principle.
So, when a new PDCP termination point is introduced (e.g. SCG bearer needs to be added), the keys in use already at MN (i.e. KeNB or S-KgNB) can’t be reused in the SN side. This would then necessitate that a new key (e.g. S-KgNB-2) is derived and used for the SCG bearer at SN. However, since RAN2 agreed to use a maximum of only two security Keys (KeNB and S-KgNB), the security keys for MCG Bearer(s) (or a Split bearer) currently using S-KgNB must also be changed! However, change of security keys for an MCG bearer can only be accomplished using a handover procedure!! This is obviously expensive and not intentional from RAN2 perspective.
Following options are proposed as possible way forwards; RAN2 should discuss other possible options as well:
1) Revert to LTE security architecture (i.e. KeNB for MN and S-KgNB only for SN)

2) Rely on the network implementation not using both keys in the same Node
Proposal 1: RAN2 to agree on a way forward that forbids use of both security keys in the same network node.
3
Conclusion
This document discussed that using two security keys in the same network node leads to either/ both security issues and inefficiency (e.g. requiring HO upon SCG bearer establishment) and suggests following way forward:
Proposal 1: RAN2 to agree on a way forward that forbids use of both security keys in the same network node.
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