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1. Overall Description:

RAN4 would like to thanks SA3 for its LS in S3-171568/R4-1707041on support for fake gNB detection mechanisms. RAN4 would like to provide the following responses to SA3 questions:
Questions related to active detection/prevention (Ref. Clause #5.4.4.2 and Clause #5.4.4.4 (variant #2) in TR 33.899):

[SA3 Question]: 

(1) SA3 is discussing that UEs could potentially use cryptographically signed on-demand SI to verify the authenticity of cells before camping on them. To that end, do RAN groups have any operation/efficiency concerns if all UEs use "on-demand SI" for every IDLE mode cell-reselection ?

[RAN4 Response]: 
RAN4 is going to define the IDLE mode cell reselection requirements after December 2017. However at this stage RAN4 expects that the use of on-demand SI to verify the authenticity of the target cell before the cell reselection to that cell is going on increase: UE power consumption, UE complexity and cell reselection delay. 

[SA3 Question]: 

(2) In order to prevent replay/proxy attacks, SA3 is discussing that each UE, in response to on-demand SI, could potentially get individual/separate cryptographically signed response from gNB/cell. To that end, do RAN groups have any operation/efficiency concerns if gNB/cell responds to simultaneous requests from multiple UEs for on-demand SIB with individual signatures?

[RAN4 Response]: 

Any procedure whereby the gNB is expected to provide individual/separate cryptographically signed response for each SI request in idle mode is not within the scope of RAN4. 
In general the UE complexity and power consumption will increase if the UE in idle mode is expected to receive any additional UE specific message from the network except paging.
[SA3 Question]: 

(3) SA3 is discussing the use of the time counter associated with a transmission slot based on UTC time for cryptographically signing of the SI to mitigate replay attacks. SA3 would like to know the allowed off-set value of the time count between the UE and the gNB. 
[RAN4 Response]:

In both idle and connected modes the UE physical layer knows the frame start timing and also the system frame number (SFN) of the serving cell. In general from RAN4 requirement perspective the UE is not expected to be synchronized to any additional time reference source including UTC. 
Questions related to passive detection (Ref. Clause 5.4.4.10 in TR 33.899):

[SA3 Question]: 

(4) SA3 is discussing that network could potentially trigger selected UEs to collect measurement information using Measurement Configuration and/or Logged Measurement Configuration mechanism. The network will then use proprietary analytics mechanism to detect false base stations. To that end, do RAN groups have any concerns about this mechanism?

[RAN4 Response]:

Requirements for immediate reporting of the UE measurement results to the network for mobility purposes in connected mode are being currently defined in Rel-15. Analysing the measurement reports in the network is not within the scope of RAN4. RAN4 does not have issue if the UE measurement reports are analysed and used by the network for any purpose.
However RAN4 is not going to define any requirements on reporting of the logged UE measurement results since this is part of minimization of drive test (MDT) procedure which is not within the scope of Rel-15.

[SA3 Question]: 
(5)  SA3 is discussing that in additions to existing measurement information (e.g., identifier and received-signal strength information of cells), new information relevant for detecting false base station are also potentially collected, for example hash of the MIB/SIB, details of signals detected in the frequency band used by the operator (e.g., presence of synchronization signals, presences of system info, any inconsistencies like not being able to access the network according to the information, etc.). To that end, do RAN groups have any concerns about collecting this new information?

[RAN4 Response]:

The hashing of MIB/SIB will require the UE to acquire the MIB and SIB(s) of the target cell. However the MIB/SIB acquisition would require a new UE measurement procedure. RAN4 is not expected to define such measurement requirements in Rel-15. 

2. Actions:

To SA3
ACTION: 
RAN4 kindly asks SA3 to take into account the above responses in their future work on the false gNB detection. 
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