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1 Overview

This document lists all the changes needed to correct problems in the TTCN implementation of test case 22.5.7a which is part of the NBIOT test suite. Only essential changes to the TTCN are applied and documented in section 4.

With these changes applied the test case can be demonstrated to run with one or more NBIOT UEs 
(see section 6). Execution log files are provided as evidence. 
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3 Verification Test Summary

Test Case:
TC_22_5_7a
Test Group:
/NBIOT/22_5/NBIOT_NAS_ATTACH.ttcn

ATS Version:
iwd-TTCN3-B2013-03_D17wk37 + essential modifications.

System Simulator used:
Rohde & Schwarz CMW500

UE used:
HiSilicon Hi2110
Verification Status:
PASS
4 Corrections required for test case 22.5.7a
4.1 Introduction

This section describes the changes required to make test case 22.5.7a run correctly with a NBIOT UE. All modifications are marked with label “WA#” in the TTCN comments column of the enclosed ATS [1].

The ATS version used as basis was NBIOT testsuite which is part of iwd-TTCN3-B2013-03_D17wk37 release. This testsuite provided by MCC160 contains NBIOT test cases. 
4.2 Correction to function TC_22_5_7a()
	Function name
	function TC_22_5_7a()

	Reason for change
	Guard timer value is not insufficient to finish this case.

	Summary of change
	Increase the guard timer value

	TTCN module
	NBIOT_Testsuite.ttcn

	MCC160 Comment
	


Before change
	  testcase TC_22_5_7a() runs on MTC_NBIOT system SYSTEM_NBIOT {
    // @purpose
    //   NB-IoT / Periodic tracking area update Accepted / Normal tracking area update List of equivalent PLMNs in the TRACKING AREA UPDATE ACCEPT message / Normal tracking area update Rejected (IMSI invalid / Illegal ME / UE identity cannot be derived by the network / UE implicitly detached / PLMN not allowed
    var NBIOT_PTC        v_NBIOT      := null;
    timer t_GuardTimer := int2float(600); 
    v_NBIOT := NBIOT_PTC.create alive;
    f_MTC_ConnectPTCs_NBIOT(system, v_NBIOT);
    v_NBIOT.start(f_TC_22_5_7a_NBIOT());
    t_GuardTimer.start;
    f_MTC_MainLoop_NBIOT(t_GuardTimer);
  }  


After change
	    testcase TC_22_5_7a() runs on MTC_NBIOT system SYSTEM_NBIOT {
    // @purpose
    //   NB-IoT / Periodic tracking area update Accepted / Normal tracking area update List of equivalent PLMNs in the TRACKING AREA UPDATE ACCEPT message / Normal tracking area update Rejected (IMSI invalid / Illegal ME / UE identity cannot be derived by the network / UE implicitly detached / PLMN not allowed
    var NBIOT_PTC        v_NBIOT      := null;
    timer t_GuardTimer := int2float(4800); 
    v_NBIOT := NBIOT_PTC.create alive;
    f_MTC_ConnectPTCs_NBIOT(system, v_NBIOT);
    v_NBIOT.start(f_TC_22_5_7a_NBIOT());
    t_GuardTimer.start;
    f_MTC_MainLoop_NBIOT(t_GuardTimer);
  }  


4.3 Correction to function f_NBIOT_AttachReject()
	Function name
	function f_NBIOT_AttachReject()

	Reason for change
	In the current TTCN implementation of this function, the ATTQCH REQ is always expected to be integrity protected. If the UE uses a USIM fresh out of factory, the ATTACH REQ may come unprotected as well. This function needs to handle both the cases.

	Summary of change
	Updated the function to receive an unprotected ATTACH REQ as well. Please see below.

	TTCN module
	NBIOT_CommonProcedure.ttcn

	MCC160 Comment
	


Before Change:

	<<SKIPPED CODE>>

//The UE transmits an ATTACH REQUEST message.
    if (px_DoAttachWithoutPDN) {
      v_ESMMessage := cr_ESM_DUMMY_MESSAGE;
    } else {
      v_ESMMessage := cr_CIOT_PDN_CONNECTIVITY_REQUEST(tsc_PdnRequest_InitialAttach, v_PDNType);
    }
    v_AttachReq := cr_CIOT_ATTACH_REQUEST(cr_AdditionalUpdateType_CIOT);
    v_NAS_Ind := f_NBIOT_RRC_ConnEst_DefWithNas(p_CellId,
                                                cr_EstablishmentCause_NB_Any,
                                                cr_NAS_IndicationWithPiggybacking(tsc_SHT_IntegrityProtected,
                                                                                  v_AttachReq,
                                                                                  v_ESMMessage));
    v_NasCountUL := f_NBIOT_InitialRegistration_Step5_8 (p_CellId, v_NAS_Ind); // @sic R5-175224 sic@
    //The SS transmits an ATTACH REJECT message
<<SKIPPED CODE>>


After change
	//The UE transmits an ATTACH REQUEST message.
    if (px_DoAttachWithoutPDN) {
      v_ESMMessage := cr_ESM_DUMMY_MESSAGE;
    } else {
      v_ESMMessage := cr_CIOT_PDN_CONNECTIVITY_REQUEST(tsc_PdnRequest_InitialAttach, v_PDNType);
    }
    v_AttachReq := cr_CIOT_ATTACH_REQUEST(cr_AdditionalUpdateType_CIOT);
    v_NAS_Ind := f_NBIOT_RRC_ConnEst_DefWithNas(p_CellId,
                                                cr_EstablishmentCause_NB_Any,
                                                cr_NAS_IndicationWithPiggybacking((tsc_SHT_IntegrityProtected,tsc_SHT_NoSecurityProtection/*WA#22_5_7a*/),
                                                                                  v_AttachReq,
                                                                                  v_ESMMessage));
    v_NasCountUL := f_NBIOT_InitialRegistration_Step5_8 (p_CellId, v_NAS_Ind); // @sic R5-175224 sic@
    //The SS transmits an ATTACH REJECT message


4.4 Correction to function fl_TC_22_5_7a_Body()
	Function name
	fl_TC_22_5_7a_Body()

	Reason for change
	1. Step 23, UE stats at connected, should be released

2. Step 36, Due UE has delete the eKSI, should not be integrity protected

3. Step 49, TAU request taking the AddtionalGuti as optional

4. Step 53, Due after step 50, UE will delete eKSI, so security header here should not be integrity protected

5. Step 92, before adjust the power, delete the ncell50

6, Step 93, wrong GUTI, should be the GUTI of ncell51

7. Step 105, Due UE on the step 94 delete the eKSI, should not be integrity protected

	Summary of change
	1. Step 23, after this step, add RRC release to make UE into IDLE;
2. Step 36, change tsc_SHT_IntegrityProtected to tsc_SHT_NoSecurityProtection
3. Step 49, due AddtionalGuti as optional, should add ifpresent, else mismatch;

4. Step 53, Due UE has delete the eKSI, should not be integrity protected

5. Step 92, before adjust the power, delete the ncell50

6. Step 93, wrong GUTI, should be the GUTI of ncell51

7. Step 105, Due UE on the step 94 delete the eKSI, should not be integrity protected

	TTCN module
	NBIOT_NAS_TrackingArea.ttcn

	MCC160 Comment
	


Before change
	function fl_TC_22_5_7a_Body() runs on NBIOT_PTC
  { 
    //@siclog "Step 11" siclog@
    // SS  adjusts the cell power levels according to row T3 in table 22.5.7a.3-1
    // Note: Ncell 63 (PLMN3) belongs to the forbidden PLMN.
    v_CellPowerList := {
      cs_NB_CellPower(nbiot_Cell55, tsc_NonSuitableOffNBIOTCellRS_EPRE),
      cs_NB_CellPower(nbiot_Cell63, tsc_ServingCellRS_EPRE)
    };
    f_NBIOT_SetCellPowerList(v_CellPowerList);
    t_NCell63_Plmn3.start(f_NBIOT_SetTimerToleranceMax(nonProtocolTimer, 30.0));
//@siclog "Step 12" siclog@    

…………

    //@siclog "Step 23" siclog@
    // The UE transmits a TRACKING AREA UPDATE COMPLETE message
    SRB.receive(car_NB_SRB_NasPdu_IND(nbiot_Cell51,
                                      tsc_SRB1bis,
                                      cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,
                                                        cr_508_TAU_Complete)));

……………

        //@siclog "Step 36" siclog@
        // Check: Does the UE transmit an ATTACH REQUEST message with a PDN CONNECTIVITY REQUEST
        // message to request PDN connectivity to the default PDN or ESM DUMMY MESSAGE on Ncell 51?
        v_NAS_Ind := f_NBIOT_RRC_ConnEst_DefWithNas(nbiot_Cell51,
                                                    cr_EstablishmentCause_NB_Any,
                                                    cr_NAS_IndicationWithPiggybacking(tsc_SHT_IntegrityProtected,
                                                                                      cdr_CIOT_ATTACH_REQUEST_WithIMSI(cr_AdditionalUpdateType_CIOT), //Table 22.5.7a.3.3-4
                                                                                      v_ESMMessage));
        f_NBIOT_PreliminaryPass(__FILE__, __LINE__, "Step 36");

……………

//@siclog "Step 49" siclog@
    // The UE transmits a TRACKING AREA UPDATE REQUEST on Ncell 50
    v_NAS_Ind := f_NBIOT_RRC_ConnEst_DefWithNas(nbiot_Cell50,  // Table 22.5.7a.3.3-5
                                               ?,
                                               cr_NAS_Indication(tsc_SHT_IntegrityProtected,
                                                                 cdr_TAU_Request_OldAddGutiTAI(tsc_EpsUpdate_TaUpdate,  //Table 22.5.7a.3.3-5
                                                                                               f_NBIOT_SecurityKSIasme_Get(),
                                                                                               cr_DRXparameter_Any ('5C'O) ifpresent,

                                                                                               cr_AdditionalUpdateType_CIOT,

                                                                                               f_GutiParameters2MobileIdentity(omit, v_Guti_Params_Cell51),

                                                                                               cr_TAI_Any ifpresent,

                                                                                               cr_MobileIdAny('50'O),
                                                                                               cr_PTMSI_SignatureAny ifpresent
                                                                                               )));
……………

    //@siclog "Step 53" siclog@
    // Check: Does the UE transmit an ATTACH REQUEST message with a PDN CONNECTIVITY REQUEST message
    //        to request PDN connectivity to the default PDN or ESM DUMMY MESSAGE message on Ncell 50?
    v_NAS_Ind := f_NBIOT_RRC_ConnEst_DefWithNas(nbiot_Cell50,
                                                cr_EstablishmentCause_NB_Any,
                                                cr_NAS_IndicationWithPiggybacking(tsc_SHT_IntegrityProtected,                                                                                  cdr_CIOT_ATTACH_REQUEST_WithIMSINoOldPTMSISigNoTai(cr_AdditionalUpdateType_CIOT), //Table 22.5.7a.3.3-7
                                                                                  v_ESMMessage));
    f_NBIOT_PreliminaryPass(__FILE__, __LINE__, "Step 53");

……………
    //@siclog "Step 80" siclog@
    // The SS releases the RRC connection
    f_NBIOT_RRC_ConnectionRelease(nbiot_Cell51);
    //@siclog "Step 81 - Void" siclog@
    //@siclog "Step 82-91b1 - Void" siclog@
    //@siclog "Step 92" siclog@
    // SS  adjusts the cell power levels according to row T11 in table 22.5.7a.3-1
    v_CellPowerList := {
      cs_NB_CellPower(nbiot_Cell50, tsc_NonSuitableOffNBIOTCellRS_EPRE), 

      cs_NB_CellPower(nbiot_Cell51, tsc_NonSuitableOffNBIOTCellRS_EPRE),
      cs_NB_CellPower(nbiot_Cell55, tsc_NonSuitableNBIOTCellRS_EPRE),
      cs_NB_CellPower(nbiot_Cell56, tsc_ServingCellRS_EPRE)
    };
    f_NBIOT_SetCellPowerList(v_CellPowerList);
        //@siclog "Step 93" siclog@
    // The UE transmits a TRACKING AREA UPDATE REQUEST on Ncell 56
    v_NAS_Ind := f_NBIOT_RRC_ConnEst_DefWithNas(nbiot_Cell56,  // Table 22.5.7a.3.3-10
                                               ?,
                                               cr_NAS_Indication(tsc_SHT_IntegrityProtected,
                                                                 cdr_CIOT_TAU_RequestOldGuti(tsc_EpsUpdate_TaUpdate,  //Table 22.5.7a.3.3-10
                                                                                               f_NBIOT_SecurityKSIasme_Get(),
                                                                                               -, -,
                                                                                               f_GutiParameters2MobileIdentity(omit, v_Guti_Params_Cell55)))); 

……………
    //@siclog "Step 105" siclog@
    // Check: Does the UE transmit ATTACH REQUEST message with a PDN CONNECTIVITY REQUEST message to request PDN connectivity to the default PDN or ESM DUMMY MESSAGE message on Ncell 63?
    v_NAS_Ind := f_NBIOT_RRC_ConnEst_DefWithNas(nbiot_Cell63,
                                                cr_EstablishmentCause_NB_Any,
                                                cr_NAS_IndicationWithPiggybacking(tsc_SHT_IntegrityProtected,
                                                                                  cdr_CIOT_ATTACH_REQUEST_WithIMSINoOldPTMSISigNoTai(cr_AdditionalUpdateType_CIOT),  //Table 22.5.7a.3.3-12
                                                                                  v_ESMMessage));
    f_NBIOT_PreliminaryPass(__FILE__, __LINE__, "Step 105");


After change
	function fl_TC_22_5_7a_Body() runs on NBIOT_PTC
  { 
    ……
    //@siclog "Step 11" siclog@
    // SS  adjusts the cell power levels according to row T3 in table 22.5.7a.3-1
    // Note: Ncell 63 (PLMN3) belongs to the forbidden PLMN.
    v_CellPowerList := {
      cs_NB_CellPower(nbiot_Cell55, tsc_NonSuitableOffNBIOTCellRS_EPRE),
      cs_NB_CellPower(nbiot_Cell63, tsc_ServingCellRS_EPRE)
    };
    f_NBIOT_SetCellPowerList(v_CellPowerList);
    t_NCell63_Plmn3.start(f_NBIOT_SetTimerToleranceMax(nonProtocolTimer, 30.0));
    //@siclog "Step 12" siclog@    
    ……
    //@siclog "Step 23" siclog@
    // The UE transmits a TRACKING AREA UPDATE COMPLETE message
    SRB.receive(car_NB_SRB_NasPdu_IND(nbiot_Cell51,
                                      tsc_SRB1bis,
                                      cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,
                                                        cr_508_TAU_Complete)));
    // SS Releases the RRC Connection
f_NBIOT_RRC_ConnectionRelease(nbiot_Cell51);
…………
        //@siclog "Step 36" siclog@
        // Check: Does the UE transmit an ATTACH REQUEST message with a PDN CONNECTIVITY REQUEST
        // message to request PDN connectivity to the default PDN or ESM DUMMY MESSAGE on Ncell 51?
        v_NAS_Ind := f_NBIOT_RRC_ConnEst_DefWithNas(nbiot_Cell51,
                                                    cr_EstablishmentCause_NB_Any,
                                                    cr_NAS_IndicationWithPiggybacking(tsc_SHT_NoSecurityProtection, 
                                                                                      cdr_CIOT_ATTACH_REQUEST_WithIMSI(cr_AdditionalUpdateType_CIOT), //Table 22.5.7a.3.3-4
                                                                                      v_ESMMessage));
        f_NBIOT_PreliminaryPass(__FILE__, __LINE__, "Step 36");
    ………………
    //@siclog "Step 49" siclog@
    // The UE transmits a TRACKING AREA UPDATE REQUEST on Ncell 50
    v_NAS_Ind := f_NBIOT_RRC_ConnEst_DefWithNas(nbiot_Cell50,  // Table 22.5.7a.3.3-5
                                               ?,
                                               cr_NAS_Indication(tsc_SHT_IntegrityProtected,
                                                                 cdr_TAU_Request_OldAddGutiTAI(tsc_EpsUpdate_TaUpdate,  //Table 22.5.7a.3.3-5
                                                                                               f_NBIOT_SecurityKSIasme_Get(),
                                                                                               cr_DRXparameter_Any ('5C'O) ifpresent,

                                                                                               cr_AdditionalUpdateType_CIOT,

                                                                                               f_GutiParameters2MobileIdentity(omit, v_Guti_Params_Cell51),

                                                                                               cr_TAI_Any ifpresent,

                                                                                               cr_MobileIdAny('50'O) ifpresent,
                                                                                               cr_PTMSI_SignatureAny ifpresent
                                                                                               )));
………………

    //@siclog "Step 53" siclog@
    // Check: Does the UE transmit an ATTACH REQUEST message with a PDN CONNECTIVITY REQUEST message
    //        to request PDN connectivity to the default PDN or ESM DUMMY MESSAGE message on Ncell 50?
    v_NAS_Ind := f_NBIOT_RRC_ConnEst_DefWithNas(nbiot_Cell50,
                                                cr_EstablishmentCause_NB_Any,
                                                cr_NAS_IndicationWithPiggybacking(tsc_SHT_NoSecurityProtection,
                                                                                  cdr_CIOT_ATTACH_REQUEST_WithIMSINoOldPTMSISigNoTai(cr_AdditionalUpdateType_CIOT), //Table 22.5.7a.3.3-7
                                                                                  v_ESMMessage));
    f_NBIOT_PreliminaryPass(__FILE__, __LINE__, "Step 53");
………………

    //@siclog "Step 80" siclog@
    // The SS releases the RRC connection
    f_NBIOT_RRC_ConnectionRelease(nbiot_Cell51);
    //@siclog "Step 81 - Void" siclog@
    //@siclog "Step 82-91b1 - Void" siclog@
    //WA#22.5.7a change 6, release Ncell50
    f_NBIOT_ReleaseCellSpecific(nbiot_Cell50);
    //@siclog "Step 92" siclog@
    // SS  adjusts the cell power levels according to row T11 in table 22.5.7a.3-1
    v_CellPowerList := {
      cs_NB_CellPower(nbiot_Cell51, tsc_NonSuitableOffNBIOTCellRS_EPRE),
      cs_NB_CellPower(nbiot_Cell55, tsc_NonSuitableNBIOTCellRS_EPRE),
      cs_NB_CellPower(nbiot_Cell56, tsc_ServingCellRS_EPRE)
    };
    f_NBIOT_SetCellPowerList(v_CellPowerList);
    //@siclog "Step 93" siclog@
    // The UE transmits a TRACKING AREA UPDATE REQUEST on Ncell 56
    v_NAS_Ind := f_NBIOT_RRC_ConnEst_DefWithNas(nbiot_Cell56,  // Table 22.5.7a.3.3-10
                                               ?,
                                               cr_NAS_Indication(tsc_SHT_IntegrityProtected,
                                                                 cdr_CIOT_TAU_RequestOldGuti(tsc_EpsUpdate_TaUpdate,  //Table 22.5.7a.3.3-10
                                                                                               f_NBIOT_SecurityKSIasme_Get(),
                                                                                               -, -,
                                                                                               f_GutiParameters2MobileIdentity(omit, v_Guti_Params_Cell51))));    
………………

    //@siclog "Step 105" siclog@
    // Check: Does the UE transmit ATTACH REQUEST message with a PDN CONNECTIVITY REQUEST message to request PDN connectivity to the default PDN or ESM DUMMY MESSAGE message on Ncell 63?
    v_NAS_Ind := f_NBIOT_RRC_ConnEst_DefWithNas(nbiot_Cell63,
                                                cr_EstablishmentCause_NB_Any,
                                                cr_NAS_IndicationWithPiggybacking(tsc_SHT_NoSecurityProtection,                                                                                  cdr_CIOT_ATTACH_REQUEST_WithIMSINoOldPTMSISigNoTai(cr_AdditionalUpdateType_CIOT),  //Table 22.5.7a.3.3-12
                                                                                  v_ESMMessage));
    f_NBIOT_PreliminaryPass(__FILE__, __LINE__, "Step 105");
    ……………
    }
  


4.5 Correction to cdr_CIOT_ATTACH_REQUEST_GUTI_Tai
	Function name
	template (present) NAS_UL_Message_Type cdr_CIOT_ATTACH_REQUEST_GUTI_Tai()

	Reason for change
	On the step 69, the eKsi value should be any value, so correction the template

	Summary of change
	On the step 69, the eKsi value should be any value

	TTCN module
	NBIOT_NAS_TrackingArea.ttcn

	MCC160 Comment
	


Before change
	  template (present) NAS_UL_Message_Type cdr_CIOT_ATTACH_REQUEST_GUTI_Tai(template AdditionalUpdateType p_AdditionalUpdateType,
                                                                                         template (present) MobileIdentity p_MobileId,
                                                                                         template TrackingAreaId p_LastVisitedRegisteredTai)
    modifies cr_CIOT_ATTACH_REQUEST :=
  {
    aTTACH_REQUEST := {
      nasKeySetId              := cr_NAS_KeySetIdentifier(tsc_NasKsi_NoKey, tsc_Spare1), 
      epsMobileIdentity        := p_MobileId,
      lastVisitedRegisteredTai := p_LastVisitedRegisteredTai
    }
  };
  


After change
	  template (present) NAS_UL_Message_Type cdr_CIOT_ATTACH_REQUEST_GUTI_Tai(template AdditionalUpdateType p_AdditionalUpdateType,
                                                                                         template (present) MobileIdentity p_MobileId,
                                                                                         template TrackingAreaId p_LastVisitedRegisteredTai)
    modifies cr_CIOT_ATTACH_REQUEST :=
  {
    aTTACH_REQUEST := {
      nasKeySetId              := cr_NAS_KeySetIdentifier(?, tsc_Spare1), 
      epsMobileIdentity        := p_MobileId,
      lastVisitedRegisteredTai := p_LastVisitedRegisteredTai
    }
  };
  


5 Branches executed in test case 22.5.7a
The test case implementation was executed with Integrity and ciphering enabled.

6 Execution Log Files

6.1 HiSilicon Hi2110
The HiSilicon Hi2110 device passed this test case on Rohde & Schwarz CMW500. The documentation below is enclosed as evidence of the successful test case run [1]:

Test Case Execution log file: 
Rohde-Schwarz\tc_22_5_7a_Hi2110.log 
(Note: PICS/PIXIT settings are captured at the beginning of the TLI log)
In the log file (in .txt / -html format) the complete test case execution can be seen. All TLI events are presented and message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log file
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